








that might be secured su ciently using the one time password. Concluding
one can say, that the proposed protocol is a promising approach in order to
implement a user-friendly and secure e-commerce authentication method.
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ABSTRACT

Usage control is a generalisation of access control addressing how data is to
be handled after it has been released. To control the data handling enforce-
ment mechanisms have to be in place where the data is being used. These
enforcement mechanisms can be implemented on different layers of the sys-
tem. One way to do the enforcement is on the application layer. This paper
describes how usage control policies can be enforced in OpenOffice.org using
the component technology UNO (Universal Network Objects) provided by
OpenOffice.org. The drawbacks and sketches how to overcome these are also
identified.
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USAGE CONTROL POLICY ENFORCEMENT IN
OPENOFFICE.ORG AND INFORMATION FLOW

1 INTRODUCTION

In companies it is common to have a policy describing how sensitive infor-
mation is to be used (sometimes referred to as managed information). Sen-
sitive information can be construction plans for machines, documentation of
a product or anything else containing secret information of a company. Poli-
cies to protect company assets can be seen as usage control policies as they
go beyond standard access control policies. For example, it can be specified
that no user besides the author can edit a patent application (access control
policy), and that it must be stored in the company intranet only. Further,
copying and pasting information is allowed within the document but not into
another document (all the previous are usage control policies).

Theoretical work exists (see for example [4]) on how to specify these kind
of policies. With respect to the above mentioned usage control policies we
address three problems in this paper. First, it is not clear how to map
high level policies to low level policies that can be enforced. Second, it is
not obvious how to map actions on data, i.e. do not copy confidential data
into another document, to actions of processes on data, i.e. using an office
application and perform copy/paste. Third, we need to determine how to
control actions.

The solution we employ is to define an information flow model for OpenOf-
fice.org (OO). This allows us to define where control is applicable in OO (third
of the above mentioned problems) and how high level policies are mapped
to low level policies understood by OO (first problem). Obviously, the OO
instance is the process that manipulates the data and it is this process to be
controlled (second problem).

To verify our approach we have developed an architecture and prototypi-
cal implementation using the Universal Network Objects (UNO) component
technology from OpenOffice.org. The implemented framework uses a descrip-
tion of what has to be enforced and intercepts all actions according to this
description. Actions (like Print a document) performed by OO can either be
allowed or forbidden; others (like Save as) can also be modified, e.g. allowing
only a specific file format and a specific directory where the document can
be saved. We show which requirements can be enforced by our architecture,

394



Usage Control Policy Enforcement in OpenOffice.org and Information Flow

and provide examples of what we have implemented. Additionally we show
the limitations of our approach.

Our contributions are the design and implementation of usage control
enforcement in OpenOffice.org as well as the definition of an information
flow model for office like applications. The information flow model is the
basis for the development of the enforcement model. The enforcement model
is capable to control all the information going into and out of OO. These are
the first steps to an enforcement architecture for usage control policies.

The remainder of the paper is structured as follows. Section [2| introduces
the related work and describes how UNO is working. A description of the
information flow model is shown in Section Bl This is followed in Section [
by a description of the architecture of the OpenOffice.org controller enforcing
the usage control policies. Section [5| lists some limitations of this approach
and is followed by the summary in section [6]

2 RELATED WORK

Usage control [10], 8] is a topic that has received some attention in the research
community recently. It is a generalisation of access control and deals with
how data is to be handled once it has been released to a third party. The
existing work has laid theoretical foundations for usage control by for example
specifying usage control languages. Digital rights mechanisms (DRM) are
part of usage control and can be used as enforcement mechanisms.

2.1 Usage Control Enforcement

A classification of enforcement mechanisms which are needed for usage con-
trol is introduced in [IT}, 5]. Inhibit specifies actions that are forbidden like
it is forbidden to print a document. Finite delay specifies the class where an
action is delayed until some conditions are met, e.g. approval by manage-
ment before a patent application is filed. It might occur in a usage control
policy that a disclaimer “Printed by” has to be added to a document. This
forms the third class modify as some additional information before the actual
printing is added. The sending of a notification to someone else that the data
has been modified falls in the execute action category.

Another paper [I1] looked into existing DRM mechanisms and analysed
which enforcement classes are supported by those mechanisms. The result
was that all DRM mechanisms supported the inhibit class but only a few
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mechanisms supported more classes. But no analysed mechanism supported
all classes.

DRM systems, like the one used in Apple’s iTunes, are currently focused
on protection of multimedia content like audio and video. The mechanisms
mainly provide access control and control the distribution of the content by
not allowing to copy the content to other devices or only to a restricted
number of other devices. Approaches like Sealed Media [6] or Microsoft’s
RMS [I] also exist which focus on the protection of documents. These ap-
proaches provide mechanisms for access control and the distribution of docu-
ments but again not all classes mentioned above like for example modify are
supported. Our approach goes beyond the existing ones providing support
for all enforcement classes.

2.2 OpenOffice.org and UNO

OpenOffice.org [3] is an open-source office software suite for word processing,
spreadsheets, presentations, graphics and databases. It stores all data in an
international open standard format (ODF - Open Document Format) [7].

OO provides an interface called UNO [2] with which OO can be controlled
by external programs. The external program can either be integrated into
OpenOffice as an extension (a plugin mechanism) or it can be a program
running independently.

2.2.1 Dispatch Framework

OO has a so called Dispatch Framework [2] which defines interfaces for a
generic communication between an office component (i.e. some functionality
provided by OO) and a user interface. This communication process handles
requests for command executions and gives information about the various
attributes of an office component. The user interface sends messages to the
office component and receives information from the office component.

The framework maintains a list of DispatchProviders. These Dispatch-
Providers contain information about what to do when some execution com-
mand is coming from the user interface. When a command is issued the first
DispatchProvider in the list suitable for this command performs all neces-
sary actions. A DispatchProvider can also perform part of the work for the
command and then pass on the control to another DispatchProvider which
is then finishing the task.
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2.2.2 Commands

Commands are the basic entities in the dispatch framework and are executed
by the dispatch framework providing all the functionality necessary for an
office suite. Save for example is a command that stores a modified document
using the same name it was opened with. Commands are accessible through
the menu or the button bar. The execution of a command might trigger an
event (see Section like OnPrint. Using UNO external programs can ex-
ecute commands and for example print a document without the involvement
of the user but adding the above mentioned disclaimer “Printed by”.

2.2.3 Events

UNO-Events [2] consist either of a pair of events describing the start of a
command (e.g. OnLoad) and the end of a command (e.g. OnLoadDone) or
they consist of one event describing either the beginning (e.g. OnPrint) or
the end (e.g. OnNew) of a command. It is possible to receive these events
through a subscription mechanism.

3 INFORMATION FLOW

As an intermediate step towards the enforcement of usage control policies in
OO we define an information flow model for OO. The information flow model
allows us to identify the actions that generate an information flow in and out
of O0. As a next step towards the enforcement of usage control policies, the
behaviour of these actions is to be controlled. Furthermore, these actions are
the low-level actions which are the target of a mapping from high-level policy
actions to low-level actions. For instance, a “do not edit” action is mapped
onto inhibiting “copy”, “paste” and “cut” commands and their shortcuts.

3.1 OO Information Flow Model

We define the fundamental entities that make up the information flow model
[9]. The level of abstraction chosen has been motivated by our considera-
tion of keeping the model simple on one hand but powerful enough on the
other to allow for an appropriate design and implementation of enforcement
mechanisms. Thus, the chosen abstraction of a data item D to be controlled
is a document as policies are defined for documents as a whole, and thus

397



Proceedings of ISSA 2009

modelling the content of the document down to the level of characters, para-
graphs, graphics etc. would have been too detailed. Further, taking the
current implementation of OO into account, the entity dealing with a docu-
ment is the OO process itself, however a document opened by OO is worked
on by an editor instance. Several editor instances form the set of princi-
pals P. Data containers C' are files which are referenced by a file name (=
identifier). A data container holds zero or more data items; i.e. documents
that are stored in ordinary files, backup files or in memory. Given an ed-
itor instance, certain actions like Save trigger an information flow between
data containers (from memory into the original file). The relevant actions,
i.e. where information is flowing between containers, we consider are: Open,
Save, Save as, New, Close, Copy, Cut, Paste, Export, Insert and Delete.

The information flow model is defined over the above entities. We define
states to consist of two elements: a storage function that maps containers
to sets of data items and that is of type C' — 2”; and a naming function
that maps principals and identifiers to containers and that is hence of type
P x F — C where F is the set of identifiers (i.e. file names). Intuitively,
storage functions capture which data is stored in which containers. The
intuition behind the naming function is that a principal has certain container
accessed using a specific name. States are accordingly defined as ¥ = (C' —
2D)x (P x F — (). Transitions between two states are effected by principals
that perform actions: 2 x P x A — X.

The initial state of the system is given by the allocation of documents in
containers and the OO instance running but no editor instance.

The idea of the information flow model is to provide one particular kind
of semantics for a system, namely the information flow in-between differ-
ent containers. Monitoring this information flow is a prerequisite for the
implementation of enforcement mechanisms. In the following section we con-
centrate on the first aspect, i.e. information flow monitoring.

3.2 OO Information Flow Monitor

The above OO information flow model is represented in Figure [I} It
shows an OO instance and the containers the OO instance is using. Note the
special containers for Insert and Delete content as well as Export and the
Clipboard. The memory container is implicit with the editor instances.

According to the model, an information flow monitor can be implemented
and monitor all the information flow that crosses the stroked line. This
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monitor would do a bookkeeping of when and where information has flown.

The stroked line also indicates fm———————— ]
where enforcement mechanisms have s
|

00 Instance

to be in place to enforce usage con- l
trol policies. Thus the flow moni- |
tor is an integral part of the enforce-
ment architecture.

Al
!

Sore,

4 ENFORCEMENT ARCHI-
TECTURE Figure 1: OO Information Flow Model

Using the above described UNO an OO controller was designed that enforces
usage control policies using different enforcement mechanisms. Here an en-
forcement mechanism is a piece of software that checks if the execution of a
specific command is allowed or not according to some policy and then can
allow or forbid, sometimes modify the execution of this command. The con-
troller is an external Java program that connects to an OO instance and can
control OO completely.

The controller consists of four parts which all have different functional-
ity. The mode manager (MM) (Section manages the different modes
the controller software can be in: normal or in enforcement mode depending
on the current document. Additionally it has the responsibility to store the
configuration of the enforcement mechanisms per document (Figure [2). The
policy decision point (PDP) (Section is the component which decides
if a mode change is necessary and triggers the transition into the respective
new mode. The policy enforcement point (PEP) (Section receives the
information about which enforcement mechanisms have to be used from the
PDP (via the mode manager) and configures the enforcement mechanisms
accordingly. The policy manager (Section [4.4) is responsible for reading in
an XML configuration file. The file specifies the enforcement mechanisms
and their parameters thus representing the usage control policy for the doc-
ument(s) currently loaded. Using the information from the XML file the
policy manager supplies the MM (via the PDP) with the correct configura-
tion information. A more detailed explanation follows.

399



Proceedings of ISSA 2009

PDP/PEP/MM
Created OnNew, OnLoad

Deleted OnUnload User S 2 UNO
commands [P events

3
&
o
Load —>|

Save/Saveas <———— 00 Instance

D E—— PDP: Policy Decision Point
Used to configure PEP PEP: Policy Enforcement Point
‘on OnFocus, OnNew and OnlLoad MM: Mode Manager
Figure 2: MM configuration Figure 3: OO and PDP interaction
4.1 PDP

The PDP interacts with the OO instance as shown in Figure 3] The OO
instance receives user commands and generates UNO events as discussed in
Section 2.2l The PDP listens for UNO events (for more details on UNO
events see [2]) and intercepts their execution as further detailed below. The
most important events we are interested in are OnNew, OnLoad, OnUn-
load and OnFocus. If the OnNew event is received the default enforcement
mechanisms have to be applied. If the event OnUnload is received the mode
manager needs to be triggered that the configuration for the closed docu-
ment can be deleted from the list of possible modes (Section [4.3). OnFocus
indicates that the user is looking at another document thus a different set
of enforcement mechanisms might be applicable. At the OnLoad event an
existing document is newly loaded into OO thus the current mode has to be
changed and a new one has to be created using the configuration information
for this newly loaded document.

As the PDP is only considering the events mentioned before there is a
static configuration of the enforcement mechanisms for a specific document
at its first access. So there is no dynamic policy update implemented at
the moment which means that once the document is loaded no change in
the number of enforcement mechanisms for this document is taking place.
Furthermore the inhibitors are always active when a document has the fo-
cus. Thus, a user can not issue a forbidden command because all forbidden
commands are disabled from the menu.

The decision if an action is allowed or not is partly delegated to the
enforcement mechanisms. For example the Save as modifier is deciding if the
storage path for a document is correct or not and if not correct modifies it.
An extension to the PDP, but not implemented yet, is a state machine which
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decides if an action is allowed or not depending on the current state and
past behaviour. For example, a policy might exist that allows a document
to be printed only three times. The PDP would then decide that after the
document has been printed three times it must not be printed anymore.

4.2 PEP

The PEP gets the configuration information of the mechanisms from the
PDP respective mode manager and configures the individual mechanisms
which are described in more detail in the following (Figure [4]).

OnNew OnNew
OnLoad OnLoad

OnFocus
OnFocu: OnFocus
OnFocus

EM: Enfocement Mode
NM: Normal Mode

Figure 4: PEP configuration Figure 5: MM enforcement modes

Additionally the PEP sets the current enforcement mode whenever a doc-
ument is newly loaded or focus changes; then the PEP acts as follows: First
the inhibitor is used to disable the forbidden commands and if no command
is forbidden all commands are enabled again.

Next existing modifiers are removed not to interfere with the new enforce-
ment mode. After the removal it is checked if there are modifiers for this mode
and which type of modifier (at the moment PrintModifier or SaveAsModifier
can be selected) needs to be enabled. The name of the modifier is stored in a
list. New modifiers are instantiated according to configuration information.

4.2.1 Inhibitor

The inhibitor can block any command that OO can execute. It is for exam-
ple possible to forbid a user printing a specific document by disabling the
shortcut Ctrl-P to start the print job and the Print menu entry.

On a technical level it is implemented like follows. The inhibitor gets
from the PEP a list of forbidden commands. These commands are inserted
into a configuration list provided by O(ﬂ (Figure . This list defines the

IThis configuration list is to be found in /org.openoffice.Office. Commands/Execute/
Disabled.
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commands currently disabled. After the insertion of the commands into the
list the configuration of OO is refreshed and the inserted commands are not
available anymore neither via the menu or the button bar nor via shortcuts.
Modifying this list and refreshing the configuration of OO is done every time
there is a switch to another document. So inhibiting commands is done
depending on the document.

4.2.2 Modifiers

The modifier is a DispatchProvider (Figure [4)) which intercepts a command
before it gets executed and modifies some parameters for this command. In
OO every command has a so called DispatchProvider which implements the
effect of the command. A newly written DispatchProvider can be executed
before or instead of the original version. It can manipulate the parame-
ters of a requested command or the content passed on to this command and
then pass on the modified command and/or content to the original Dispatch-
Provider where the command is finally executed. The new DispatchProvider
can also perform some actions which are not executed in the original Dis-
patchProvider and thus modify the result of the command execution.

Every document has its own list of DispatchProviders as for example a
spreadsheet document needs other providers than a text document. Thus it
is necessary to get the correct reference (frame) for the document so that the
modifier can be inserted in the right list of DispatchProviders.

Modifiers have to be implemented using an abstract modifier class which
requests that every modifier needs to implement the configureModifier(. . .)
and removeModifier () methods. With the first method the modifier gets all
necessary parameters for the configuration and the second method restores
the original DispatchProvider. Furthermore queryDispatch(...) has to be
re-implemented so that the correct (new) DispatchProvider is chosen, with
all (new) functionality being implemented in the dispatch(...) method.

4.2.3 Execution of Action & Finite Delay

The execution of actions and the finite delay is not implemented yet but
similar to the modifier there may exist several different executors and delayers
and thus a generic version of both can not be implemented. For this reason
an abstract executor class and an abstract delayer class are defined which
need to be implemented. Each of the classes has two methods. One method
for the configuration and the other one for the removal of the classes.
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4.3 Mode Manager

The mode manager is responsible for managing the enforcement modes the
controller software can be in (Figure [j]). Basically two modes exist. The
normal mode (NM) where no enforcement mechanism is active and an en-
forcement mode (EM). The enforcement mode is described by the enforce-
ment mechanisms and their configuration active for one particular document.
It exists in several variants where each variant is associated with one open
document and might have different enforcement mechanism configurations
associated with it. Thus the current active mode depends on the current
document and describes the enforcement mechanisms to be applied

The mode manager passes the necessary configuration information of the
enforcement mechanisms for the current document to the PEP whenever a
mode change happens (Figure [5)).

Technically two classes for the mode manager exist. One class holds all
mode information including docURL (a string representation of the document
name containing the URL where the document is stored) for the document
and if modifiers, inhibitors, delayers or executors are existing (inclusive con-
figuration information for those) for this mode. The other class manages
the list of modes that are currently needed as there is one mode per opened
document and depending on the document the mode is changed. Thus if a
document is loaded a mode for this document is created and if a document
is unloaded the corresponding mode is deleted.

4.4 Policy Manager

The policy manager consists of two parts. The translator class configures a
new mode by inserting the configuration information from the XML config-
uration file into the mode to be newly created.

The second part is reading the configuration information from the XML
configuration file and finally passing it on to the translator class. The config-
uration file specifies which modifiers, inhibitors, delayers and executors are
applicable for this document

5 REMARKS

As mentioned above there are some limitations to the enforcement of usage
control policies in OO using UNO. There is no support of some kind of access
control on UNO APIs. Thus every extension or external program can revert
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the modifications done by the controller using the same API. Furthermore
only the functions provided by OO can be controlled so it is for example
possible to prevent sending a document by e-mail using the menu entry but
if the menu entry is enabled it can not be controlled to whom the document
is send as the e-mail program is external. Here a coordination with the e-mail
program would be necessary to enforce the policy for the document.

The clipboard is a special case which can not be controlled completely by
the OO controller software as the clipboard itself is an external component
but nevertheless an integral part of OO. The controller software can not
prevent a user from copying something into the clipboard so it needs the help
of the clipboard itself to control the flow of information to the clipboard. So
the clipboard should have a controller software, too, that can communicate
with the OO controller. Whenever something is copied from OO to the
clipboard the clipboard controller can ask for the policy of the document
the content is coming from. The OO controller knows which document has
currently the focus and from which content can be copied into the clipboard.
Thus the OO controller can forward the appropriate policy to the clipboard
controller. The clipboard controller can then allow or not allow the pasting
of the clipboard content.

Summarizing it is necessary to have also controllers in the other parts
of the system like for example in the clipboard, the e-mail program or the
operating system. Only with all the other controllers that work together it
is possible to completely enforce a usage control policy.

6 SUMMARY

The paper showed how enforcement mechanisms for usage control can be im-
plemented, based on an information flow model, using the UNO of OpenOf-
fice.org. It was explained how the controller software for OpenOffice.org is
working which enforces usage control policies. For this means a XML con-
figuration file is read in that describes the configuration of the enforcement
mechanisms for a document subject to a usage control policy. The informa-
tion in the configuration file is used to build an internal representation of the
mode OO has to be in for this document. Depending on which document
has the focus the appropriate enforcement mechanisms, as specified in the
configuration file, are applied.

Additionally it was shown that not all possible usage control policies
can be enforced as the controller is for an application with a limited set of
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functionalities. Some other restrictions to this approach were shown as there
is for example no access control on the APIs UNO is providing.
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ABSTRACT

The network evidence currently presented in a court of law is often
insufficient for prosecution purposes due to a loss of packets during the
network transmission. Such packet loss may be caused by the congestion
of data transmitted over the network, which only serves to further
compound the delay in data transmission. The paper in hand extends the
earlier work done on a forensic model for traffic isolation based on
Differentiated Services (DiffServ). The logical traffic isolation (LTI)
forensic model intends to solve the packet loss problem that may cause
evidence to be insufficient. It isolates suspicious traffic from the normal
flow by placing it on a dedicated route using DiffServ prioritising
characteristics that avoid congestion of the suspicious traffic. The LTI
model further includes a preservation station that serves to record all
suspicious traffic before it is forwarded to its destination. This paper
focuses on the analysis and design of the LTI model. An attempt is made
to design a more flexible and reliable system — with a minimal loss of
evidence — by incorporating some of the design algorithms.

KEY WORDS

Differentiated services, preservation station, network forensics, suspicious
traffic, unified modelling language, Network Intrusion Detection System.
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THE DESIGN OF A LOGICAL TRAFFIC ISOLATION
FORENSIC MODEL

1 INTRODUCTION

This paper presents the design of the concept of a forensic model for
Logical Traffic Isolation (LTI) based on Differentiated Services
(DiffServ), as proposed by Strauss et al. [1]. Whenever network forensic
investigations need to be performed, it is to the advantage of investigators
if the crime is still in progress [2]. Seeing that they do not have to shut
down the communication, they can often succeed in gathering enough
evidence. The LTI model intends to solve the packet loss problem that can
be the cause of insufficient evidence. It isolates suspicious traffic from the
normal flow and places it on a dedicated route using DiffServ prioritising
characteristics, thus avoiding a congestion of the suspicious traffic. The
LTI model also includes a preservation station that serves to record all
suspicious traffic before it is forwarded to its destination.

The LTI model utilises the DiffServ approach to isolate malicious
traffic from normal traffic [1]. This could well reduce cost, since DiffServ
is a standard technique. If a DiffServ infrastructure is already in place
where an investigation needs to be performed, evidence collection could
be facilitated with minimal changes to the network. The DiffServ
approach allows Network Forensic investigators to attach both their
marking station (ingress router) and preservation station to a cyber
victim's network. The purpose of the marking station is to isolate the
suspicious traffic and that of the preservation station is to investigate the
situation at hand. The advantage of this approach is that it requires
minimal network downtime and, most importantly, minimal network
reconfiguration. This DiffServ-based scheme makes provision for a
preservation station to store records of the isolated traffic with a view to
its later analysis [1].

However, in order to minimise network transmission problems such
as transmission delays and high network traffic, the preservation station
proposes to store only records related to malicious network traffic. While
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the proposal seems plausible, it has not been tested yet to prove the LTI
system’s viability. In order to ensure a successful and reliable
implementation, this paper uses various design techniques in modelling
the LTI model. A Unified Modelling Language (UML) technique is
favoured in most of the cases. It provides abundant diagrams that can
explicitly depict most of the processes and the interaction between the
components of the LTI model. The rest of the paper is structured as
follows: Section 2 discusses the architecture of the LTI model. Section 3
presents a design of the LTI model using the system design technique,
while Section 4 serves to conclude the paper.

2 THE LTI ARCHITECTURAL MODEL

The design stage started with a careful revision of the requirements of the
LTI system that were defined by Strauss et al. [1] after adding further
elements. Some of the requirements included the type of network setup
already in place. The system is intended to solve the problem of inefficient
and inadequate evidence by introducing a preservation station for
capturing identified packets. This station can be easily plugged into the
network whenever an intrusion has been detected, thus allowing the
system to immediately conduct an investigation while the suspected cyber-
crime is being committed, i.e. live-network forensics. [2]

For experimentation reasons, the LTI system should have seven
nodes: two nodes on a traffic generator that act as users and generate
normal and suspicious traffic randomly; three nodes or routers on the
DiffServ network, in other words the ingress, immediate and egress
routers; and a sixth node that is the preservation station for recording the
traffic that has been detected as suspicious. The last node is the sink server
that receives and processes the requests generated. (Both the traffic
generator and the sink server are additional nodes.) The LTI system should
be able to isolate the two types of generated traffics within the DiffServ
network and record the suspicious packets at the preservation station. The
system is designed on the basis of three assumptions: (1) The network has
its intrusion detection system in place; (2) There are various users
transmitting data (represented by a traffic generator for experimentation
purposes); and (3) The receiver or the destination node is represented by
the sink server.
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The requirements of the system served as the foundation for this
study and resulted in the following implementation infrastructure of the
LTI model (see Figure 1). It provides a conceptual view of the LTI model
based on DiffServ for isolating suspicious traffic. The model consists of
two traffic generators on the client side to initiate suspicious and normal
traffic and of the DiffServ network with three routers (ingress, interior and
egress) for experimental purposes. The preservation station ensures
forensic soundness and system reliability [3] [4], while the sink server
receives and responds to all the requests generated by the traffic generator.
This nodal setup is, however, for experimentation purposes only.

Suspicious

hgress Router
(Marking Station)

2.Diffserv Domain

1.Traffic Generators

[Client] 3.8ink

[Server]
- Edge Routers (Z) Interior/ Core/ Switch Routers

Figure 1: The Implementation Infrastructure of the LTI model using
DiffServ
The two clients generate normal and suspicious traffic and forward
these packets to the DiffServ domain. The ingress edge router at the
entrance boundary of the DiffServ domain is the first domain recipient and
serves as a marking station. This router is responsible for packet
classification and has marking, shaping and dropping capabilities. The
ingress router marks any suspicious traffic by using the packet classifier
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and forwards them to the nearest core router. The core routers are found
within the centre of the DiffServ domain, and they simply forward traffic
towards the egress router. The egress router is found at the exit boundary
of the DiffServ domain. It unmarks the traffic and decides the destination
of each network packet according to its behaviour: compromised traffic is
forwarded to the preservation station and then to the sink server, while
normal traffic is sent directly to the sink server. In a network-related cyber
incident, the investigator searches the preservation station when
conducting his/her investigation and captures all recorded suspicious
network packets as evidence. The LTI model is further formalised in
various UML diagrams. This includes the sequence diagram and activity
diagram. The following section discusses the design of the LTI model in
detail.

3 THE LTI SYSTEM DESIGN

The second step in the design of the LTI model is its representation using
the UML design technique. Although the UML is not a cure-all, it does
simplify our work. These diagrams do not include too much detailed
information; they simply depict the applicability and functionality of the
LTI model and the involvement of the requirements of the system.

3.1 The LTI System Scenarios

In Figure 2, the Network Investigator (the actor) interacts with the system
by performing different processes.
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At the crime scene:
YWhen the intrusion is discovered - do not disconnect or
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1. Plugin the LTI-tool.

2. Configure DiffServ-iS (to mark all traffic from the
suspicious host).
Marked packets are then Isolafed from the
O enfire fraffic and passed throwgh PS5 fo be
j{ ) recorded for forensics analysis.
User

{Network Investigator) 4 Start the packets-capturing process
oWhen the communicafion is finished

3 Configure the size of the P5S buffer (to match the
size of the organisation)

5. Start the General Network Forensic process
oGather evidence from the preservation stafion
o Transport it fo the forensic lab
olnalyse the evidence
oSfore or save i somewhers
oRepor fo courf <if you have to...>

LTI Logleal Traffic fsolation
NS Marking Station
«PS Prasenvafion Stafion

Figure 2: The Scenarios Involved in the Logical Traffic Isolation system
These processes are:
o Plugin the LTI tool
o Configure DiffServ-Marking Station (MS)
o Configure the buffer size of the Preservation Station (PS)
o Start the packets-capturing process
o Start the Network Forensics [2] investigation into the system

The LTI model involves all of the above processes during the course of an
intrusion; in other words, it starts immediately when the intrusion has been
detected.

When an investigator arrives at the crime scene, the suspicious
communication has to be left up and running in order to capture and
record the detected packets. The LTI tool should easily plug into the
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affected network and require only minor configuration to suit the size of
the network at hand. Such configuration includes enabling the marking
station to mark the packets from the suspicious host, considering the
buffer size of the preservation station and ensuring correspondence with
the size of the organisation. When the necessary configuration has been
completed, the investigator can start the tool to capture suspicious packets.
As soon as the suspicious communication is over, the normal network
forensics processes can be initiated (see Figure 2, note 5). The processes
involved in the LTI model can be arranged into different sequences, as is
discussed in the following subsection.

3.2 The Sequence Diagram of the LTI Model

A sequence diagram is also part of the UML. It is used to show how
processes operate with one another and in what order. Figure 3 depicts
five components.

Hetwork Infrusion Diffserv-hased
Detection Marking
station

Preservation

station Users

sers

System
[NIDS]

Intrusion
Detected

| DataTransmitted —»--""
MarkTraffic ————»[|

PreserveTraffic ———»f

< J’”” PreserveTrafficAck

SendToDestination ———»f

. Replvorsentpata

-

Figure 3: Sequence Diagram for the Logical Traffic Isolation System
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These components include the users, a Network Intrusion Detection
System (NIDS) (this can be any detection system; it differs from one
organisation to the next), DiffServ network, a preservation station and the
sink server. As mentioned above, the NIDS and sink server are part of the
model. Two categories of traffic can be distinguished — suspicious and
normal traffic. These are randomly generated. In Figure 3 above,
Scenario A represents the normal network traffic flowing from the users to
their destinations (which is represented by the sink server for supporting
the experimentation of the LTI model).

This network passes through all the nodes, except the preservation
station. Scenario B represents the sequence when suspicious traffic has
been detected. The NIDS system reports to the DiffServ module to mark
this traffic and give it higher priority. It also provides proper routing
methods to find it, as suspicious traffic is the type of traffic that is special
and significant to the cyber investigator. Suspicious traffic is first routed to
the preservation station to be recorded, after which it is allowed to be
routed to its destination. The ReplyOfSentData shown by dotted lines
depicts the destination user’s reply to the initiation user’s request. The
same procedure as in B can also be applied to show the response of the
targeted system. As part of the UML diagrams, the activity diagram is
used in the following subsection to show the activities performed by the
actors involved in the LTI system.

3.3 The Activity Diagram of the LTI Model

Activity diagrams provide another means for clarifying which actor carries
out which activity. Consider the activity diagram in Figure 4, which
provides a breakdown of main activities into different subactivities. This
diagram starts with normal flow of the network, assuming that a detection
system is already in place. The latter serves as a deciding device as it
informs the network administrator of any detected incident.

The network administrator easily plugs in the LTI tool and then
configures the marking station to mark the packets of detected traffic. The
LTI system checks whether the packets have been marked, and if not,
sends them back. Once they have been marked, they are forwarded to the
preservation station to be recorded. The system again checks to ensure that
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packets have indeed been recorded and sends them back if not. Once they
have been recorded, they are sent on to their destination (sink server is
used in our model as a supporting node). The system continuously checks
whether more packets should be detected and, if this is the case, returns
them to the marking station to start the process again.

The Network Forensics [2] [5] investigation process commences at
this stage and its activities are included in a type of activity diagram. The
investigation process is initiated and the approved Network Forensic tool
is used to collect the evidence recorded by the preservation station. This
step continues until all evidence has been gathered. The next activity that
is performed is the transportation of forensic evidence to the forensic lab;
followed by the analysis of all evidence gathered.

General traffic flow

Yes \
Ho rtrusion ( Plug-in LTI Tool ]
‘\W ™ -
[ Config. DiffServ-MS ]
Normal Forensic Processes

/ 9 \ [ Mark Suspicious Traffic

z? Send to PS for Recordmg

Use forensic Tools to
Gather Evidence from PS

[ Transport Evidence ]

to Forensic Lah Adjust
¥ = Buffer-size
[ Analyze or examine ] of PS to Preserved?
evidence :
¥ the size
. of network
Store / keep it safe Under Send to Sink Server

Investigation.
Present Result at court
\ {if possible) / More Packets?

\ [ Go to Forensic Processes

il

®

Figure 4: Activity Diagram for the Logical Traffic Isolation system
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The findings of such analyses are stored in a place that is adequately
safe while waiting for the court date. The final activity is the presentation
of evidence in the form of a report to a court of law if this is deemed
necessary. The next subsection discusses the class diagram of the LTI
model.

3.4 The Class Diagram of the LTI Model

A class diagram is formulated from the components mentioned above.
Figure 5 depicts the class diagram of the LTI system. Some Object-
Oriented design principles [6] that were considered during the modelling
of this class diagram are as follows:

“... strive for loosely coupled design between objects that interact (p. 53);
...open-close principles (p. 86); ... favour composition over inheritance

(. 75)” [6].

The relationship between the subject and the observers in the
observer pattern complies with the design principle for favouring
composition over inheritance, while the communication between the
subject and the observers is kept loosely coupled. The open-close principle
is implemented by the decorator pattern through allowing the behaviour of
the traffic generated to be extended without any modification to the entire
code. The traffic generator and the sink server objects use the DiffServ
object for communication. This reduces the number of messages sent
between the objects in the system and DiffServ therefore acts as a
mediator.

Three design patterns are used in modelling the LTI architecture,
namely the Decorator, Observer and Mediator patterns. The decorator
pattern [6] is used to randomly wrap the behaviour of the traffic generated.
The observer pattern [6] [7] is interchangeably used in most of the
components of the LTI model, including the traffic generator, DiffServ,
preservation station and sink server. The mediator pattern [8] [9] is used to
coordinate the traffic generator with the preservation station or sink server
components.
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Figure 5: The Class Diagram of the LTI model using DiffServ

4 CONCLUSION

This paper uses the UML design technique in most of the cases to present
the LTI model. According to the specified requirements of the system,
various design diagrams (the sequence diagram, activity diagram and class
diagram) are used to represent the model. These diagrams specify in detail
the role of each component of the system and the interaction between
investigator and system, as well as the precautions that must be kept in
mind when handling each piece of evidence. The use of these diagrams
simplifies the LTI model and facilitates its easy implementation. The LTI
model is currently in the process of being implemented, and the necessary

417



Proceedings of ISSA 2009

performance evaluation and tests should therefore still be carried out in
future.

S REFERENCES

[1] Strauss, T., Olivier, M.S. & Kourie, D.G. 2006, Differentiated Services
for Logical Traffic Isolation, in M.S. Olivier and S. Shenoi (Eds),
Advances in Digital Forensics II, pp. 229-237, Springer.

[2] Corey, V., Peterman, C., Shearin, S., Greenberg, M.S. & Van
Bokkelen, J. 2002, Network Forensics Analysis, Internet Computing,
Volume 6, pp. 60- 66, IEEE.

[3] Solomon, M.G., Barrett, D. & Broom, N. 2005, The Need for
Computer Forensics, in L. Newman and W.G. Kruse (Eds), Computer
Forensics Jump Start, pp. 01-20, SYBEX Inc.

[4] Kohn, M., Eloff, J. & Olivier, M.S. 2006, Framework for a Digital
Forensic Investigation, in H.S. Venter, J.H.P. Eloff, L. Labuschagne and
M.M. Eloff (Eds), Proceedings of the ISSA 2006 from Insight to Foresight
Conference, Sandton, South Africa (published electronically).

[5] Zantyko, K. 2007, Commentary: Defining Digital Forensics, Forensic
Magazine, 20, Vicon Publishing, Feb-March 2007 issue, [Online]
Available at: http://www.forensicmag.com/articles.asp? pid=130, as on 12
April 2008.

[6] Freeman, E. & Sierra, K. 2004, Head First Design Patterns, Volume 1,
O’Reilly Media, Sebastopol (CA), USA.

[7] Shalloway, A. & Trott, J. 2001, Design Patterns Explained: A New
Perspective on Object-Oriented Design, Addison-Wesley.

[8] Bains, K. & Lau, E. 2002, Mediator Design Pattern. Available at:
http://sern.ucalgary.ca/courses/SENG/443/W02/assignments/Mediator/,
University of Calgary.

[9] Black, S. 2004, Mediator Design Pattern. Available at:
http://stevenblack.com/PTN-Mediator. ASP. Steven Black Consulting.
[10] [GoF] Gamma, E., Helm, R., Johnson, R. and Vlissides, J. 1996,
Design Patterns. Elements of Reusable Object-Oriented Software.
Addison-Wesley. ISBN 0-201-63361-2.

418



Methodology for Considering Environments and
Culture in Developing Information Security Systems

METHODOLOGY FOR CONSIDERING ENVIRONMENTS
AND CULTURE IN DEVELOPING INFORMATION

SECURITY SYSTEMS

Jeffy Mwakalinga, Stewart Kowalski, and Louise Yngstrom
Department of Computer and System Sciences,
Stockholm University/Royal Institute of Technology,
164 40, Kista, Sweden
Tel: +468 161 721 Fax: +468 703 9025
jefty@dsv.su.se, stewart@dsv.su.se, louise(@dsv.su.se
ABSTRACT

In this paper we describe a methodology for considering culture of users
and environments when developing information security systems. We discuss
the problem of how researchers and developers of security for information
systems have had difficulties in considering culture of users and environments
when they develop information security systems. This has created
environments where people serve technology instead of technology serving
people. Users have been considered just as any other component in an
information system which has resulted in having efficient technical controls
but inadequate social controls for security. In this paper we propose a new
security framework that considers culture of users and system environments
in developing information security systems.
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1 INTRODUCTION
1.1 Information Systems and Environments

Information systems have to learn to adapt to different system environments
and to cultural environments. “A system is here defined as a set of objects
together with relationships between the objects and between their attributes
related to each other and their environment so to form whole” [22]. An
information system can be modelled to consist of abstract systems,
(information), living systems (people), and concrete systems (technology)
[12]. “Churchman defines environment as those factors which not only are
outside the system’s control but which determine in part how the system
performs” [22]. An environment of an information system is outside of the
control of an information system. There are hostile and friendly environments
and an information system must be able to learn and adapt in both the hostile
and friendly environments. Who defines the boundary between a system and
its environment? What are the factors that set this boundary? Every
information system has internal and external environments [22]. We suggest
that values of people (culture, traditions, laws, policies, and other social
issues) and geographical boundaries need also to be considered when an
information systems security designer set the boundary between a system and
its environment. Currently with information system designers and developers
of IT set the boundary between a system and an environment for users
without asking their values. Users of information systems cannot really be
regarded as system owners as long as their systems cannot be controlled or
defended. The organization has the following environments: labour,
customers, ecology, public, material and equipment, land, capital,
government, competitors, and technology but an organization controls only
part of the environments, as shown in figure 1[22].
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Figure 1: Organization: Its resources and its environment [22]
1.2 Culture and Information Systems

There have been concerns about the role of culture in information systems
[20]. Culture has been defined differently by different scholars [10]. Van
Dam, Evers and Arts define culture as a set of values, attitudes, and
behaviours that people learn or are passed over to them over a period of time
[26]. There is a general agreement among information system researchers that
culture affects the way individuals’ interact with complex information
systems [20]. However, a model has not been developed to measure the effect
of culture to individuals. They [20] write,

“Science educators, from Japan, India and Africa, appear
to share a common understanding that science needs to be
perceived in a cultural context and to link the development
of scientific literacy with an understanding of worldview.
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Between them, they have examined the faiths,
philosophies and logic of students from various cultures to
examine, within a culture, the conflict between ‘scientific’
and traditional concepts of science. Some have been able
to link traditional belief and the understanding of
scientific concepts or performance of experimental tasks.
Others have also shown that science teachers’ worldviews
and their traditional beliefs affect their teaching and thus
their students’ learning.”

Another question is how much culture affects the decisions that an
individual makes when using computer systems [20]. Further concern is
whether a function that is provided by an Internet system is consistent across
cultures [20]. Van Dam, Evers, Arts did a survey in three different cultures,
Moroccan, Surinamese, and Dutch, on user experiences on e-government sites
[26]. The results show that Dutch and Surinamese could notice titles on the
left side faster while the Moroccan could notice things on the right sides of
pages faster. The Moroccans are sensitive to green and red colours. This is
because the Moroccans started to read from right to left. Dutch showed a less
degree of uncertainty avoidance and they did not read in details but just
browsed. The Moroccan needed confirmation that they are performing alright
while Dutch and Surinamese did not need this confirmation. The Moroccan
culture is a masculine culture in which recognition of achievement is
important to participants. Dutch and Surinamese are feminine and they did not
need recognition of achievement. Also the Surinamese and Dutch are neutral
in culture, which means that showing emotion is regarded as unprofessional.
The Moroccan culture is affective which implies that showing of emotion is
regarded as normal. The Moroccan is a collectivist culture and it believes that
the government website can not have mistakes and so the Moroccans blamed
themselves for the mistakes. The Dutch and Surinamese are individualists and
they blamed the system for the mistakes. The conclusion was that people
with different culture backgrounds experience different problems in using e-
government applications.
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We have created a new security framework [17] [30] that is based on the
Systemic-Holistic approach and the Immune system. The new security
framework is a function of the deterrence, protection, detection, response,
recovery value-based chain functions. The new security framework applies
the system theory and holistic approach to provide security for information.
The new security framework applies the principles of the immune system to
make systems learn to adapt to environments. We apply the software agents to
provide security services in analogy to B-cells and T-cells in immune
systems.

2 THE STEPS TO TAKE WHEN CONSIDERING CULTURE OF
USERS AND SYSTEM ENVIRONMENTS IN THE NEW SECURITY
FRAMEWORK

2.1 Analyze the threat agent

In the first step we start by analyzing the threat agent based on the socio-
technical economical system [15]. We document the states that an enemy of
an information system could control and the states that an information system
owner could control. We created the model of the enemy in which we analyze
the methods, tools and processes that an enemy to the systems can apply to
attack information systems.

2.2 Classify Assets and perform risk management

The second step is to classify the assets and perform risk management in an
information system. We have automated the classification of assets and risk
management using software agents. The recovery sub system of the new
security framework identifies, assesses, and manages risks. Risk management
is based on the Enterprise Risk Management (ERM) — Integrated Framework
of the Committee of Sponsoring Organizations of the Tread way Commission
(COSO) [21].

2.3 Analyze environments where the systems in focus operate

The third step is to analyze the information system environments in the
information system. This involves identifying the local environment,
embedded environment, total environment, and predicting future
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environments [1] [27]. It also involves classifying the environments,
analyzing the levels of security of these environments. We identify the
environments where a system will be operating. An observation is made over
a period of time to study the inputs that are coming and affecting an
information system. Then the sources of the inputs have to be studied and
traced. Some inputs could be more complicated as they are a result of several
environments integrated together. After identifying the inputs, we have to
find ways of modifying the inputs so that they do not affect the general state
of information system as shown in figure 2. Modification of inputs and
outputs is done using the Cybernetics feedback mechanisms [22].There are a
number of ways in which we could classify environments [22]. In this work,
we choose to classify the environments based on their complexities,
dynamism and security levels of environments.

Environment no. 2 (computer hardware)

Environment no. 3

eg. intranet N
(eg ) N

Environment no. 1 (eg. Operating system)

\ Information system (eg. e-commerce)

- N New security framework
Environment no. 4

(eg. ISP)

I Inputs > Output
- — Modification Modification
Environment no. 5 | —+—1
|

T
'
'
(eg. Extranet) // :
: '
]
Environmwnt no. 6 //‘/\ :
-
(eg. Internet) S '
hON ]
Inputs from Outputs from the
environments system

Figure 2: Inputs from Environments

An environment could be simple and static, simple and dynamic, static
and complex, or dynamic and complex [22]. A static and simple environment
has: few factors and components; homogenous factors and components;
factors and components that do not change; a stable environment [22]. A
complex and static environment has: large number of factors and components;
heterogeneous factors and components; factors and components that do not
change; unstable environment. The simple and dynamic environment has:
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few factors and components; similar factors and components; unstable
environment; the state of factors and components that change; rate of change
of change could be stable or unstable. A complex and dynamic environment
has: large number of factors and components; heterogeneous factors and
components; high level of uncertainty; unstable environment; the state of
factors and components change and the rate of change could be stable or
unstable [22]. Examples of environments affecting information systems
include an operating system, computer hardware, intranet, Internet Service
Provider (ISP), education, hardware, operating systems, electric power,
heating, cooling, floods, earthquakes, fire, and cultural environments. What
sets the boundary among different environments? Is it policies, ethics, culture,
or laws?

The next step is to analyze, using the Systemic-Holistic Approach, the
correctness of an environmental systems (like the operating system where an
information system is running) at the theoretical/model, design/architecture,
and implementation levels [27]. We apply different standards and criteria to
analyze the correctness of environmental systems. We analyze the correctness
at the different levels because a standard of a system can be correct but its
implementation can be wrong. An example of this is the Wired Equivalent
Privacy (WEP) encryption system for wireless systems. This encryption
system bases on the stream cipher RC4. The algorithm of RC4 does not have
flaws but the implementation, the key scheduling and management facilities,
is flawed [2]. Many algorithms are basing on wrong mathematical
assumptions, which can lead to vulnerabilities in security systems at the
higher levels. Then we need to have proofs of correctness at the design and
implementation levels.

2.4 Assess the effects of culture and traditions of users to information
security

The fifth step is to assess the effects of culture and traditions of users to
information security in this information system. We apply the informal
cultural model, figure 3, to predict the behaviours of users. Chaula and
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Yngstrom made a study in [4], where they examined how human behaviour
affects systems security. They found that people with low uncertainty
avoidance tend to lack holistic approaches to security which implies that they:
lack security in depth measures; “lack attention to details”; tend have “poor
risk assessment”; have “poor assumption about motivation, opportunity and
methods”; “lack of information classification”, use metrics poorly [4].
Cultures where people have low future orientation have ineffective
contingency planning. This affects prediction of disasters and preparation if
an attack or a disaster was to occur. Cultures where power distance was high
result in poor communication on security issues between upper level
management and employees and technicians [3] [4]. In low power distance
cultures communication and discussion on security issue was better but
readiness to report unethical conduct in security was not high [4].

2.4.1 Informal cultural model

We have established an informal cultural model for predicting the behaviour
of users to information security system of different cultures. This cultural
model will help developers of security for information systems to predict the
behaviour and preferences of users of different cultures. This model consists
of the following components: General Living System ID; Hofstede;
Worldview; Social Identity theory (SIT); Computer Literacy; and General
Education as shown in figure 3.

General Living  Hofstede | Worldview | SIT Computer Education
System ID Literacy

Informal cultural model for predicting users’ behavior

Figure 3: Informal cultural model [17]
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The General living System Identity of an individual contains the cell,
organ, organism, group, organization, nation, supranational [16] [27]. The
general Living identity will provide among others information about cultural
background. For instance if the culture reads from right to left then it means
the important instructions or pictures in information security have to be
placed on the right side of the pages to be noticed faster. The Hofstede [10]
component consists of the values: power distance index; individual vs.
collectivism index; uncertainty avoidance index; femininity vs. masculinity
index; and long-term vs. short-term orientation index. The next component is
the Cobern’s worldview theory [5] [20]. This theory consists of how an
individual understands the world and other people, classification, causality,
relationship, self, time and space. This includes a model of the world, what
we should do, how we should reach our goals, where are we heading, what is
true and false, etc. The next component is the social identity theory with
categorization and identification as sub components [23] [20]. These identities
can be at personal, group, national, ideological, and religion levels. Then we
have computer literacy, which indicates the practical and theoretical computer
knowledge that an individual has. The last component is the general education
of the individual.

In cultures where power distance is high there is a tendency of over
respecting the older people and people who have higher positions in
companies. Therefore, there is higher possibility of breaching security if there
is external pressure from older people or people with higher positions in a
company. This implies that if a boss wanted to borrow a password or a smart
card from an employee, the employee is likely to accept the request, thereby
breaching security. Therefore, as developers we need to create an
authentication system that will not work in cases when there is a possibility of
such external pressure to breach security. In countries with low power
distance, this possibility is low. There could be a tendency of making security
policies and procedures that are not widely accepted by all employees since
high-level discussions do not always involve low-income groups in high
power distance cultures. Bjorck and Jiang made a study to compare the
implication of culture on IT security between Sweden and Singapore [3]. The
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power distance in Sweden is low, 31%, while in Singapore it is high, 74% [3]
[10]. The manager of a company is Singapore commented that he makes the
policies and other issues of IT security and then gives them to the IT
department to implement. The Manager of a Swedish company commented
on the same issue that he identifies the policies and other IT security issues
and then calls a meeting with all the employees involved to discuss and solve
the issues.

In cultures that value individualism, people tend to make decisions that
are more in an individual’s interests than group’s interests. This means that a
security manager will tend to choose the security decisions of self-interest in
the first hand, while security managers from cultures that value collectivism
will tend to make security decisions favouring group interests. Another
example from the same study [3] is that Sweden scores 71% in the
individualism collectivism index, while Singapore scores 20% [10]. It was
observed that in Singapore employees consider themselves as an extended
family and so they share passwords with each other and they do not consider
this as a security breach, while in Sweden people do not share passwords. It
was also noted that employees in the Singapore could access even resources
that they do not need while in Sweden employees could access only the
resources they needed. Hofstede [10] comments that in societies that value
collectivism people consider themselves as an extended family, which implies
that they trust each other and share responsibilities. This implies in the IT
Security world that if for some reasons an employee is not at the workplace
now, the employee can ask a colleague to access resources on her behalf by
providing all the necessary authentication and authorization credentials. It was
also noted that when employees leave companies in Singapore their accounts
could remain for a long time without being terminated, while in Sweden when
an employee leaves a company for another company the accounts are
terminated immediately [3].

In societies where there is the index of uncertainty avoidance is high
people tend to be protected against unknown situations and do not always
allow their children to experience unknown situations. Students usually
expect teachers to have all the answers to their questions [19]. People prefer
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to have rules, laws and regulations in most areas where environments are
structured [19]. In societies where this index is, low people are not protected
against unknown situations and they allow children to experience unknown
situations. In information systems security people would tend to take more
risks and so leave parts of the information systems unsecure.

2.5 Apply Socio-Technical measures where culture and traditions
create weak links in information security

The sixth step is to apply social-technical measures [12] where culture and
traditions create weak links in information security. Knowledge is applied to
understand, to explain, to predict and to control. The informal model will be
applied in form of procedures to control. Control can be used to control
negatively or positively. The different actions will be assigned values. If the
consequence of a certain action or value is negative then this action will be
forbidden. If the consequence of a certain value or action is positive then the
action will be allowed.

2.6 Provide features to make an information system learn to adapt to
environments

In this step we provide measures for making an information system and
information security system learn to adapt to environments. Ashby proposed
two types of adaptations [25]. The first is to make the system adapt to an
environment. The second adaptation is to make the system learn to adapt
when the environment changes. We apply the Cybernetics feedback
mechanisms [22] and digital immune system [9], variety and regulation [9]
and Cybernetic structural models [11] [9] for the first type of adaptation. We
apply the Viable System Model, VSM, [9] [1] for the second type of
adaptation. Different nations and enterprises apply the VSM [9]. The major
application of this model [9] was in Chile during the times of president
Salvador Allende. The intelligent forces were trying to destabilize the
economy because Allende was a dictator but Chile applied the Viable System
Model [30] to stabilize the economy of the country. The environmental
disturbances came from the intelligence agencies and the VSM was regulating
the disturbances to stabilize the economy [25]. We apply this model to make
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the security framework learn to adapt to environments. The Viable system
model [1] [27] [9], Figure 4, consists of five sub systems: Subsystem 1,
Subsystem 2, Subsystem 3, Subsystem 4 and Subsystem 5.

Subsystem no 1 is the lowest level and subsystem 2 is coordinating the
operations of subsystem 1 and it receives orders from subsystem 3 [1] [27].
Subsystem 3 is a commanding and controlling subsystem. It controls the
internal stability of subsystem 1 and audits it through command and audit
channels [27]. Subsystem 4 is concerned with future, adaptation, planning,
and simulation measures. Subsystem 4 is responsible for making sure that the
whole system learns to adapt to dynamic environments. Subsystem 4 collects
data on environmental disturbances and stores them in a database. We apply
these data to create probabilistic models to forecast the future environmental
disturbances [9] and thereby foresee how the system will react to those future
disturbances. Subsystem 5 creates rules, identities, goals, and policies of
operations. Subsystem 5 monitors the behaviour of subsystems 3 and 4 to
make sure that they follow the rules, policies and goals.
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Figure 4: VIABLE SYSTEM MODEL [9]
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Every subsystem 1 has a local environment embedded in another
environment. This embedded environment is part of a total environment,
which contains a future environment. Subsystem 2 is responsible for
stabilizing subsystem one. Subsystem 3 monitors the behaviours’ of
subsystems 1 and 2 and is concerned with internal operational controls of
subsystem 1 [9]. It also audits the subsystem 1 to make sure that it performs in
accordance to the plans given to it through subsystem 2. Subsystem 4 is
concerned with the outside and future of a system. The controller of the
desired essential variables mixes them with variables from the monitors to
produce the harmless inputs to the information systems. There are two types
of feeding: feed forward in which the regulator receives the disturbances and
acts before the information security system; in the negative feedback, the
information security system receives the environmental disturbances and then
the regulator regulates the disturbances via the transformer. For every
environmental disturbance, there is a corresponding response as shown in the
outcome matrix in Figure 6. The new security framework receives
environmental disturbances through the deterrence, detection, prevention,
response, recovery sub systems. The adaptability system of the security
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framework monitors and records the environmental disturbances, essential
variables, and regulators over time as shown in figure 5. The adaptability
system applies these recorded data to create probabilistic models to forecast
the future environmental disturbances [9] and thereby foresee how the whole
security framework and the information system will react to those future
disturbances.

There is a table of transformations in memory of environmental disturbances,
essential variables and regulatory disturbances. The controller of the desired
essential variables for the security framework and the information system
mixes them with variables from the monitors to produce the harmless inputs
to the information systems. The implication to information security systems is
that the regulator (R) must be able to produce as many responses as the
number of disturbances (D) from an environment [9], as shown in Figure 6.

2.7  Compare allocates of economical resources to the different

security value-based chain functions

In this step, we do an analysis of how to allocate economical resources to the
different security value-based chain functions deterrence, prevention,
detection, response, and recovery [13]. In the same way, we analyze to
determine how to allocate economical resources to each sub system the new
security framework. We have used the Delphi method [28] to construct an
ideal security value chain for an information security system in an abstract
situation [29] as shown in table 1.

Table 1: Allocation of economical resources on sub systems

Sub system Deterrence | Prevention | Detection | Response Recovery
subsystem | Subsystem | Subsystem | subsystem | Subsystem
Average 18.75% 24.38% 23.13% 14% 19.38%
distrib
ution
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Analysis of allocation deviation using Chi- square

We analyzed the deviation in allocation of economical resources, shown on
table 1, to the security value-based chains using Chi-square [18] X

2 _ < (Oi_Ei)2
D N

13

We applied the formula for Chi-square in which Oi is the observed
economical allocation on each sub system; Ei is Expected economical
allocation on each security value-based function. Ei = 20000. The number of
observations, c, is five. We set the degree of freedom to be four. The degree
of freedom is the number of observations minus one. The null hypothesis [8]
was the deviation from the expected allocation of economical resources to the
security value-based chain functions is not significant. We applied the
graphpad chi square calculator [7]. The result is that Chi-squared equals
3136.890 with four degrees of freedom. We calculated the probability, P, and
found P(X* > 3136.890) = 0.0001. We applied significance level of
Probability = 05%. This significance level was established by Fisher [8] who
wrote, “The value for P=0.05, or 1 in 20, is 1.96 or nearly 2; it is convenient
to take this point as a limit in judging whether a deviation ought to be
considered significant or not.” In this observation, we have received the P
value to less than 0.0001. This difference is extremely statistically significant.
The deviation of the allocation of economical resources to the security value
based chain functions deterrence, prevention, detection, recovery, and
response from the expected allocation is significant and would indicate that
the security culture is different.

2.8 Educate users of information systems in social engineering and
about the security framework

The ninth step is to educate users of information systems in the information
system in social engineering and about the security framework. This could be
done physically, electronically using mobile agents or knowledge bots [24]
[14].
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2.9 Evaluate the outcomes of the implementation of the new security
framework

The last step will be to evaluate continuously the outcomes of the
implementation of the new security framework and follow the plan, do, check,
act process for continuous security improvement outlined in ISO27001 [6].

3 CONCLUSION AND LIMITATION

We have proposed a new security framework in which we describe a
methodology for considering culture of users and environments where
information systems operate in developing information security systems. The
methodology is also aimed at creating environments where technology serves
people instead of people serving technology. We show the importance of
applying both socio and technical controls in strengthening weak links that
have been created by culture of users. The new security framework provides
adaptability features that make information systems learn to adapt to
environments. The limitation is that the framework has never been applied in
its totality and consequence there is no data to either validate the framework
or compare this framework with other information security frameworks.
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ABSTRACT

Electronic communication such as email is an efficient and cost effective
communication medium in today’s connected world. This paper looks at
the strategies employed by spam and anti-spam and shows the co-
evolution of these strategies. Anti-spam software makes use of intelligent
filtering based on content scanning, block lists, black lists, white lists and
mailbox authentication. Spammers have been able to get past anti-spam
software by using picture content, mailbox- spoofing and anonymous
emailing.

Spammers use the strategy of creating botnets to send spam.
Honeypots, systems employed to gather information on unusual system
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activity, track and ultimately stop the activities of botnets. The paper
looks at honeypots as part of information gathering in a digital forensic
process. Digital forensic science has been employed to authenticate email
authors and back trace email paths. This paper proposes two strategies for
the detection of botnet activity and the tracing of botmasters.

KEY WORDS

Spam, Blacklisting, White listing, Bayes, Chi-squared, Botmaster Botnet,
Spam-zombie, Honeypot.
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THE STATE OF THE ART OF SPAM AND ANTI-SPAM
STRATEGIES AND A POSSIBLE SOLUTION USING

DIGITAL FORENSICS

1 INTRODUCTION

Spam is an inconvenience to electronic communication. Before an email
can be profiled as spam, the Internet Service Provider (ISP) has to
download the spam because anti-spam strategies are implemented either
on the user’s mailbox or on the company’s mail servers. The downloading
of spam has a direct impact on the bandwidth use of a company. The
harmfulness of spam can be calculated in monetary value. The
implementation of anti-spam strategies also has its own cost implications.
Spam can clog up the electronic communication lines of a company to
such an extent that there is a loss of service and therefore a loss of
revenue. According to BBC News, the Microsoft security report for 2008
fourth quarter states that 97% of all email sent through Microsoft email
servers, is spam (Waters, 2009). Symantec reported that 73.3% of all
email sent in February 2009 were spam (InternetNews, 2009).

The state of the art anti-spam strategy makes use of intelligent
filtering. Intelligent filtering is build on all the anti-spam strategies
developed to date and includes content scanning, black-listing and white-
listing. With each strategy developed there are still situations where
intelligent filters gives false positives and false negatives. False positives
occur when legitimate email is marked as spam e.g. medical
correspondence, including black-listed words. False negatives are when
spam is not detected by the spam filter because of picture content or
misspelling of black-listed words.
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The state of the art spam strategy employed is botnets. Botnets are
infected PCs, known as zombies, that work together to aid in cyber crimes.
The botmaster controls these botnets from a central point. The problem of
eliminating botnets and botmasters is firstly to find zombies in the botnet
and then to trace them to the botmaster. It is possible to trace botnet
activity and trace the activity back to the botmaster, by using digital
forensics.

The remainder of the paper is constructed as follows; section 2 gives
background information on spam, anti-spam and digital forensics, section
3 looks at the current state of the art of spam and anti-spam strategies and
section 4 proposes implementation strategies that use digital forensics to
augment anti-spam efforts. Section 5 is the conclusion of the paper and
also discusses future work needed.

2  BACKROUND

This section discusses spam, anti-spam and digital forensics. The
discussions are an overview of the different concepts used in this paper.

2.1 Spam and anti-spam strategies

Spam is defined as unsolicited commercial email (Lueg, et al., 2006) or
unsolicited bulk emails (O’Brien, et al., 2003). Anti means to be strongly
opposed to a person, action or event (University Press). Anti-spam is
defined as an application used by an email user or an email server
administrator, to reduce the amount of spam the user receives (Network-
Dictionary). Anti-spam is defined by the author, as strategies employed to
oppose spam. These strategies can be employed separately or together. In
the following sections the author explains the technology strategies
employed by anti-spam software and the strategies that spammers use to
get past the anti-spam strategies. There are also training and awareness
strategies but those are outside the scope of this paper.
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2.1.1 Content Scanning

Content scanning is implemented as an application on the email server and
as an application addition to the users’ email application client (spam-site,
2006), (Mueller, 2009). To give email content a spam probability rating,
content scanners use a statistical analysis algorithm such as Bayes or Chi-
squared (O’Brien, et al., 2003). The algorithm uses key words and key
phrases to calculate the spam probability rating. We also refer to these key
words and phrases as patterns. This rating categorises the email as spam,
possible spam or non-spam. Spam is stopped at the email server. Possible
spam is marked with a spam tag but is still sent to the user. Non-spam is
seen as normal email.

To get past content scanners, spammers use techniques like picture
content , HTML tag inlay and misspelling of patterns (spam-site, 2006)
(Naidoo, 2007). Picture content is a series of pixel values and cannot be
scanned the same way as text. When content scanners try to scan text, the
scanner ignores the pictures. Email servers can be set so that the ISP will
only download picture content if the user gives permission for the action.
With the advent of mail clients being able to parse HTML, spammers
started using tag inlay like “Vi<b></b>agra”, to hide patterns. Content
scanners can scan content before and after HTML parsing. Misspelling
patterns, replacing characters but still making it recognizable to the reader
e.g. “Vi@gra” or “V1@gra” for Viagra, causes content scanners to ignore
the patterns. Users need to add these alternative patterns to the lists of the
content scanner to block the mail.

2.1.2 Block list, black list, white list and mail box authentication

A block list is build by individual users (spam-site, 2006). Users block
email senders or email domains from the users’ own mail application.
Block lists block email from being downloaded to a user’s mailbox in
future. A black list is generated at ISP or DNS level where email traffic is
monitored for indications of bulk mail originating from a single source
(spam-site, 20006), (Lueg, et al., 2006). The ISP or DNS will blacklist
email domains suspected of sending bulk mail. White listing is when users
set up a list of allowed email accounts and email domains to be
downloaded to their email boxes. Mailbox authentication relies on the fact
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that spammers falsify or spoof the “From” and “Reply-to” tags of an
email. A message is sent to the mailbox in the “From” or “Reply-to” tag.
If either the “From” or “Reply-to” mailbox does not exist, the mailbox
cannot be authenticated and the email is marked as spam.

To get past email block lists and mail box authentication, spammers
replace the “From” tag with the “To” tag in the email header (spam-site,
2006), (Mueller, 2009). According to the email profiler, the mail appears
to originate from the users’ own mailbox. The spam email bypasses the
block list since it is assumed that the user would not block its own mail
address or domain. As long as the user’s domain is not blacklisted, the
spam email bypasses the black list. The spam email bypasses the white list
because the white list automatically adds the user’s address when it creates
the list. Since the user’s mailbox does exist, the spam email’s “From”
mailbox is authenticated.

Faynberg, et al. (2004) proposed a method for authenticating email.
Each gateway and relay server authenticates email by sending a query to
the originating mail server, asking if the email received originated from
the specified mailbox. Each email forwarded needs to be logged before the
email it is forwarded. This log checks if the respective server sent the
mail, when there is a query about the sent mail. An addition to the
proposal is to make use of an Authentication, Authorization and
Accounting (AAA) server that is trusted to verify an email server. This
server certifies that an email server being queried can be trusted to give a
true answer. If the AAA server returns with a negative response, the server
drops the email regardless of what the sending server’s response. When a
server drops mail, the server’s log notes that the drop action has been
performed on the mail.

2.1.3 Intelligent Filters

Intelligent filters are software applications that are installed as part of a
user’s mail application or as part of a mail server or both (spam-site,
2006), (Mueller, 2009). Intelligent filters use a set of anti-spam strategies
to improve the success of the filter. Intelligent filters can be trained to
reduce the amount of false negatives and false positives. The idea is that
the user or groups of users give input to the filter to train it.
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Anti-spam software vendors claim that intelligent filters can be
trained to block 99.9% of all spam (spam-site, 2006), (Mueller, 2009).
From the claims made it can still be deduced that not all spam can be
blocked at all times. Most of the weaknesses, discussed with regard to the
other anti-spam strategies, are present in intelligent filters.

2.2 Digital Forensics

Digital forensic science is a relatively new field of study that evolved from
forensic science. According to the Oxford Dictionary (University Press),
digital forensic science is the systematic gathering of information about
electronic devices, which can be used in a court of law. Digital forensic
science is more popularly called digital forensics and sometimes also
called computer forensics. Palmer ( 2002) defines digital forensics as ”
the use of scientifically derived proven methods towards the preservation,
collection, validation, identification, analysis, interpretation,
documentation, and presentation of digital evidence derived from digital
sources for the purpose of facilitation or furthering the reconstruction of
events”. Palmer’s definition describes the digital forensic process. The
Oxford dictionary describes digital forensic science. The Digital Forensic
Process Model (DFPM) by Kohn, et al. (2009) captures the definition of
digital forensic science and states that any digital forensic process must
have an outcome that is acceptable by law.

2.2.1 Digital forensics and email

Digital forensics has been used to verify the author of an email or to
authenticate a user while the user is using their email application (de Vel,
et al., 2001), (Gupta, et al., 2004). Digital forensics has also been used to
trace the origin of email messages. Spammers make use of spoofing, open
proxy servers and open mail relays, to send anonymous emails.

A proxy server is a computer process that relays a protocol between
client and server systems by appearing to be the client to the server, and
appearing to be the server to the client (Network-Dictionary, 2009)
(Obied, 2006). Proxy servers allow communication between two computer
systems by relaying information back and forth between the two
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connected proxy servers. An open proxy server allows unauthenticated
systems to communicate through it. Email cannot be sent straight from
one server to the next, it has to pass through a series of Email relay servers
(Obied, 2006). Open mail relays are mail servers that are not properly
configured to authenticate the origin of an email or to authenticate the
email’s path. By using an open proxy server or a series of open proxy
servers before routing an email through an open mail relay server, the
sender of an email can stay anonymous because it appears that the email
originated from the last open proxy server the mail was sent through.

2.2.2 Honeypots

Even (2000), states “honeypot systems are decoy servers or systems setup
to gather information regarding an attacker or intruder into your system”.
Spitzner, according to Obied (2006), defines a honeypot as information
system resources whose value lies in unauthorized or elicit use of that
resource. The author defines a honeypot as a trap set to detect, deflect, or
in some other manner counteract attempts at unauthorized use of
information systems. The information gathered by the honeypot is used to
track where the authorized access originated and what exploits were used.
If the honeypot is not accessed, it is of no use. A honeypot logs access
information in accordance with digital forensic information gathering
techniques. The design, implementation, placement and monitoring of a
honeypot is crucial to the effectiveness of the honeypot.

Honeypots have been deployed as open proxy servers and open mail
relays, to gather information about the spammers that use them (Obied,
2006). Honeypots have also been employed to gather information on
botnets (Obied, 2006). The next section discusses the history of botnets,
as well as advances made in the development of new strategies to trace
and combat botnets.

3 BOTNETS

According to Network-Dictionary (2009)“a botnet, also known as a
zombie army, is a computer connected to the Internet, that has been set up
to forward transmissions (including spam or viruses) to other computers
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on the Internet, without the knowledge of the computer owner.” ESET
(2009) defines a botnet as “a group of bot infected PCs that are all
controlled by the same command and control center”. According to the
author, a botnet can be defined as a group of infected computers or
zombies, that are controled from a single controler or botmaster and used
to facilitate electronic crime.

Botnets are created by infecting computers with Trojans. Once a
computer is infected, the Trojan creates a SMTP (Simple message transfer
protocol ) account on the local machine. This account is used to send spam
and any other electronic content. The Trojans in a botnet used IRC
(internet Relay Chat) connections to receive information from the
controler. According to InternetNews (2009), the new tactic is for the bots
to communicate with each other using Peer-to-peer connections, set up in
a family tree fashion to relay information and commands. The IRC method
of communication hard codes the address of the controller into the Trojan.
The controller's address is extracted from the Trojan during the dissection
process. The family tree method of control is when no “child” Trojan
knows any of its ancestors other than its direct “parent”. The family tree
method makes it harder to find the controller.

Since closing, McColo (News, 2009), a US-based ISP accused of
being a major hub for spammer activity, spammers have learned to hide
their activity behind the same technology used for secure networking. The
biggest botnet, called Sirbizi, closed in late 2008. According to Waters
(2009), the infection rates across the world are increasing. Figure 1 shows
the number of infected PCs per 1000 for all the world regions.
InternetNews (2009), states that MessagelLabs is currently monitoring a
number of botnets, including Xarvester, Cutwail and Mega-D. Spammers
use botnets to create low-volume-high-node-count mail senders. Low-
volume-high-node count means that the nodes are only used to send a
small subset of the mails to be able to stay under the radar of bulk mail
detectors. Mega-D was detected because it over utilised its bots.
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INFECTION RATES BY COUNTRY /REGION, JUNE-DECEMBER 2008
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Figure I Infections per 1000 PCs for world regions (Waters, 2009)

According to Obied (2006) Microsoft used a zombie machine as a
honeypot to detect and trace spam activity. The machine was infected with
a botnet’s trojan and quarentined. Activity to and from the zombie was
monitored. The information gathered by the zombie honeypot helped to
track the command and control source of the botnet. This tracking
information was used in a lawsuit against 13 spam operations. Using a
zombie as a homeypot is only possible if the controller of the botnet is
unaware that one of the zombies is being used as a honeypot.

SOURCE: Microsoft

Botnets employing P2P connections between the different zombies
makes it harder to use the zombies to track the controler. The next section
discusses a proposed state of the art botnet architecture and proposes
strategies to combat this state of the art botnet.

4 PROPOSED STRATEGY TO COMPLEMENT ANTI-SPAM
USING DIGITAL FORENSIC STRATEGIES

As anti-spam strategies evolve, spammers evolve new strategies to bypass
anti-spam. The challenge for anti-spam is to get ahead of the evolution
curve and start developing strategies that combat possible future
developments in spam strategies. Wang, et al. (2009), suggests that, to
effectively protect against new developments in botnet technology and its
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uses, state of the art botnets should be developed to find ways of
combating.

Wang, et al. (2009) presents the design of an advanced hybrid peer-
to-peer botnet. The botnet uses advanced techniques to hide its activity by
means of encryption and a traffic control algorithm. The botnet uses
decentralised control mechanisms to hide the controller and ensure that
zombies in the botnet cannot be traced by use of other zombies. The
zombies are autonomous. Finding and removing those zombies found,
does not impair the rest of the botnet.

The following sections discuss the implementation of an
experimental environment. This environment will be used to deploy the
botnet and gather information on the working of the botnet. Section 4.1
discusses the implementation of the experimental environment. Section
4.2 discusses the implementation of honeypots, in the experimental
environment, as an information-gathering tool. Section 4.3 discusses the
creation of a digital forensic profile of the botnet. In the real world, a
botnet profile can detect and categorise botnet activity.

4.1 Experimental implementation of botnet

Combating the botnet will require the implementation of the botnet in an
experimental ~ environment. The experimental environment needs to
consist of open proxy servers, open mail servers, a botnet control machine
and a set of workstations used as zombies. Previous studies thought us that
spammers use open proxy servers and open mail servers to hide the origin
of the spam that they send (Obied, 2006). To enable us to gather the most
relevant information about the operation of the botnet we will need to
implement the most spammer friendly environment. Figure 2 shows the
proposed implementation of the experimental environment.
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Figure 2 Depiction of the experimental environment implementation

Figure 2 shows the botmaster in its own network connected to the
common network with an open proxy server. A second proxy server
connects the botmaster to an open mail server. The configuration of the
botmaster and open proxy servers creates an open proxy server chain. The
open proxy servers are positioned to indicate the borders of the smaller
networks within the larger environment. To simulate the real world mail
relay environment, two open mail relays are connected to each other and
placed in the centre of the experimental environment. The local SMTP
service on the zombies is there because of the Trojan infection. The local
mail server will have a known set of mail accounts that will receive e-mail
from the zombies. The recipient e-mail box will monitor all the mailbox
activity on the local mail server.
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4.2 Honeypot implementation

Honeypots will be deployed to gather information about the activity inside
the experimental environment. The open proxy servers, open mail servers
and zombies will be used as honeypots in the experimental environment.
The experimental botnet will make use of log-files to capture true activity
of the botnet. The true activity can be compared to the activity recorded
with help from the honeypots. Using the comparative information
recorded, an effective design and deployment strategy for a production
environment, can be determined.

4.3 Profiling

The disadvantage of using honeypots in the experimental environment is
that botmasters can create detection methods to detect honeypots and
avoid them. Honeypots are used more and more as a general information
gathering technique. A new information gathering technique is needed that
cannot be detectable by botnets and cannot be bypassed.

Organisations create sub-networks with the use of VPN’s over WAN
links to connect IT resources together. A botnet creates a sub-network
within a greater network, in the same way. A profile of what the botnet
sub-network activities might look like is set up, using the experimental
information collected during the botnet testing. The creation of a network
diagram for all the sub-networks within the greater network will allow for
the creation of an activity profile of the sub-networks. By comparing the
activity profile of a sub-network with the know activity profile of a botnet,
it will be possible to detect the botnet.

The information contained in the profile will consist of normal
activity information. This paper defines normal botnet activity as the
activity involved with the sending and receiving of control information
and the sending of spam messages. The activity of infecting new machines
is included in the activity of sending spam messages.
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5 CONCLUSION

This paper looks at the strategies employed by spam and anti-spam and
shows the co-evolution of these strategies. Anti-spam software makes use
of intelligent filtering based on content scanning, block lists, black lists,
white lists and mailbox authentication. Spammers have been able to get
past anti-spam software by using picture content, mailbox spoofing and
anonymous e-mailing.

Digital forensic science has been employed to authenticate email
authors and back trace e-mail paths. The latest development in digital
forensic information gathering is the use of honeypots. Spammers use
botnets to send unsolicited electronic communication that can bypass anti-
spam strategies.

This paper proposed two strategies for the detection of botnet
activity and the tracing of botmasters. The first strategy consists of an
implementation of honeypots to detect botnet activity. The second strategy
employs digital profiling to detect the activity of botnets. The challenge
for future developments, with regard to anti-spam strategies, will be to
improve information gathering, botmaster tracing and botnet detection.

No one can win an evolutionary war. The co-evolution between
spam and anti-spam is likely to continue indefinitely. To win the war, anti-
spam strategies will need to get ahead of the evolutionary curve and start
to develop new ways of detection, information gathering and tracing,
proactively.
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ABSTRACT

Recent technology advancement has resulted in an era where many
organisations become more and more comfortable to use computer
systems to process their information. Intruders are making it their mission
to break into these computer systems and access valuable information in
an unauthorised way.

Information Security policies are seen as not only a counterproposal,
but also a solution to Information Security effectiveness. However, a key
issue impacting Information Security policies is what should be included
in these policies. This study makes an attempt to design a Comprehensive
Information Security Policy (CISP) to serve as basis for organisations
when designing their own Information Security policies, based on a public
survey on IT related governmental Information Security policies.
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INFORMATION SECURITY POLICIES FOR
GOVERNMENTAL ORGANISATION, THE MINIMUM
CRITERIA

INTRODUCTION

Information can be regarded as a crucial business asset important for
business continuity, and consequently needs to be protected. The
protection of information is especially important due to the rapid increase
of the interconnected business world, exposing information to a variety of
threats and vulnerabilities. This information needs to be protected [1].

Information Security is seen as the process of protecting information
and information systems from a range of threats and vulnerabilities to
ensure business continuity, minimising business risks and maximising
return on investments and business opportunities. This protection can be
achieved by implementing suitable Information Security policies. These
policies need to include relevant key issues impacting Information Security
to enable this protection.

This study designs a Comprehensive Information Security Policy
(CISP) to serve as basis for organisations when designing their own
Information Security policies. This is achieved by first identifying and
evaluating the Information Security policies of several IT related
governmental organisations, and then formulating a theoretical framework
for the evaluation of these policies. The results from the evaluation are
then used to design the proposed CISP. The CISP can be adopted by any
IT related governmental organisation as a guideline when designing or
reviewing their Information Security policies. A literature survey was
conducted to gain insight on Information Security policies and various
South African IT governmental organisations were contacted to collect
their policies.

The paper is structured as follows: Section 2 provides background
knowledge on Information Security policies; Section 3 presents a
theoretical framework for the evaluation of the policies; Section 4 presents
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the evaluation and analysis of the policies and Section 5 presents the
proposed CISP. Section 6 concludes this paper and discusses future work.

1 BACKGROUND

This section provides background information on Information Security
policies. It presents an overview of Information Security policies and
defines the boundaries of such a policy. Lastly, it presents a discussion on
the key elements that an organisation needs to consider when designing an
Information Security policy.

1.1 Overview

Information Security policies are the cornerstone of Information Security
effectiveness. Public and private sector enterprises today are highly
dependant on information systems to carry out their mission, vision and
business functions [2]. Without a policy on which to base standards and
procedures, decisions are likely to be inconsistent and security holes may
be present, ready to be exploited by internal and external parties [3].
Accordingly, information must be protected to prevent the exploitation of
valuable information, regardless of the information’s format.

This study states that the protection of information and its systems
can be achieved by employing Information Security policies within the
government and the business organisation. Many governmental departments
have adopted the use of these policies as the primary way to achieve their
goals and business continuity. However, the exact framework of an all-
inclusive Information Security policy is still to be decided. This study
evaluates the Information Security policies of various IT related
governmental organisations and further uses the results of this evaluation
to design the CISP.

1.2 What are Information Security policies?

An Information Security policy can be defined as a document that outlines
the rules, laws and practices for computer network access [4]. This document
regulates how an organisation will manage, protect and distribute its
sensitive information (both corporate and client information) and lays the
framework for the computer-network-oriented security of the organisation.

Danchev [5] mentions a very important definition of Information
Security policy: a plan that outlines the organisation’s critical assets and
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how the assets must (and can) be protected. The most important aspect of
the Information Security policy is to provide security awareness within an
organisation, engaging the employees to participate in protecting the
organisation’s valuable information. Danchev suggests a well designed
policy addresses issues such as the acceptable use of the organisation’s
email system, the proper use of workstations and internet connectivity,
how to respond to a security breach, the proper use of IDs and logging
information, as well as handling of financial data.

1.3 The key Information Security policy elements

A well-written Information Security policy must satisfy the needs of the
organisation, be practical and enforceable. This section discusses several
essential elements that are necessary when designing an Information
Security policy [6].

An Information Security policy should be:

e Easy to understand. The policy should be addressed in a manner that
will meet the intended audience.

e Applicable. The policy must only contain security measures that are
specific needs to the organisation.

e Enforceable. The policy should maintain a decent balance between
being too defensive and too lenient.

e Proactive. The policy should state what is expected of employees
instead of making pronouncements.

e Doable. The policy should be written in a way that will not restrict the
objectives of the business.

e Avoiding absolutes. The policy should be written in a way that state
things in a politically correct and in a diplomatic way.
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2

A THEORETICAL FRAMEWORK FOR EVALUATING
INFORMATION SECURITY POLICIES

Based on preliminary research and results retrieved from the public
survey, the Information Security policies collected from IT related
governmental organisations were reviewed based on the following
characteristics:

1)

2)

3)

4)

5)

6)

7)

8)

9

Access control. The policy describes rights/permissions and to whom
these rights/permissions can be granted with regards to accessing a
particular resource within the organisation.

Data classification and control. Data need to be classified according
to its level of sensitivity to assist the organisation in determining the
extent security needed. Data can be classified as top secret, highly
confidential, proprietary, internal use only or public use [7].

Risk assessment. The organisation’s information systems need to be
assessed to identify vulnerabilities that can affect the confidentiality,
integrity and availability of the key information assets.

Password and user ID management. The policy should recommend
rules for composing passwords, how to change and reuse passwords,
and the need for keeping passwords.

Encryption and digital signatures. The policy need to address the
need for encryption and digital signatures as means to achieve data
security within the organisation.

Instant messaging, PDAs and smart phones. The policy must provide
procedures and regulations regarding the use of Instant Messaging,
PDAs and smart phones within the corporate environment [8].
Security awareness and training. The policy needs to facilitate
compliance by employees regarding the organisation’s stated rules and
procedures [9].

Data privacy management for employees and customers. The
policy needs to address the privacy relationships between collection
and dissemination of information [10].

Corporate Governance. The policy should discuss the procedures by
which a business is operated, regulated and controlled. It should also
discuss the internal factors defined by the officers, the constitution of
the company and external forces such as consumer groups, clients and
governmental regulations.
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10) Electronic mail, viruses, malicious code protection and social
engineering attacks, including phishing scams. The policy should
describe methods of creating, transmitting or storing primary text-
based human communications with digital communication systems. It
must address the protection of the organisation’s networks and
information systems from being viruses and social engineering.

11) Identity theft. The policy needs to address the prevention of identity
theft and related attacks.

12) Network security. The policy addresses the protection of the network
and its services, unauthorised modification, destruction and disclosure of
information, and assuring that the critical network functions correctly.

13) Firewall. The policy should address the use of firewalls to prevent
unauthorised internet users from accessing the organisation’s private
networks connected to the internet.

14) Communication security, including telephones and fax machine.
The policy should cover issues related to the security of telephone and
fax equipment [11].

15) Website and e-commerce security. The policy should describe how
to protect the organisation’s website against security weaknesses such
as SQL injections, Denial of Service attacks and spam relaying.

16) Security in third party contracts, including outsourcing and off-
shoring of IT project. The policy should address security in its
infrastructure and assets, whilst complying with regulations applicable
to third party contracts [12].

17) Document destruction, as well as retention of documents that may
be used in courts cases. The policy should clearly address the
destruction and retention of documents.

18) Incident response. The policy discusses issues concerning how an
organisation responds quickly and effectively to a system or network
security breach [13].

19) Contingency planning. The policy needs to address contingency
planning, or the disaster plan. This describes the organisation’s
immediate actions to respond to unexpected business interruptions or
accidental disasters [14].

20) Telecommuting and mobile computing. The policy should address
telecommuting as a means to replace work-related travel [15].

21) Intrusion Detection Systems (IDSs). The policy should describe
methods to detect malicious network traffic and computer usage.

460



Information Security Policies for Governmental Organisations: The Minimum Criteria

3 EVALUATION OF INFORMATION SECURITY POLICIES

Table 1 indicates the review of various Information Security policies for
four IT related governmental organisations, as provided directly by the
governmental organisations. Due to the strict regulations of these
participating organisations, the Information Security policies used in this
evaluation need to remain anonymous.

The characteristics column of Table 1 indicates what a good policy
should contain. This list (identified in Section 3) is not all-inclusive, but
based on the literature study done for this specific study. An
organisational policy containing a characteristic that corresponds to any of
the 21 characteristics identified in the theoretical framework is marked

with an “X”, and if it does not contain a corresponding characteristics it is
marked with a “-”.

Table 1: Review of Information Security used in this study

< m (@) &

c c = c

.. 2 2 = =
Characteristic = = = =
(7p) (%2) (%) (7p)

'S [= c 'S

© © © ©

S |12 |2 |2

@) (@) @) @)

1. Access control X X X X
2. Data classification and control _ X X X
3. Risk assessment X X _ _
4. Password and user ID management X X X X
5. Encryption and digital signatures X _ X X
6.Instant messaging, PDAs and smart phones X _ X _
7. Security awareness and training X _ X X
8. Data privacy management X _ X X
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9. Corporate governance X X X X
10. Electronic mail, viruses, malicious code

. ; . . X X X X

protection, and social engineering

11. Identity theft X _ X X

12. Network security X X X X

13. Firewall X X X X

14. Communication security _ _ X X

15. Website and e-commerce X _ X X

16. Security in third party contract X _ X _

17. Document destruction and retention X _ X X

18. Incident response X X X X

19. Contingency planning X _ X X

20. Telecommuting and mobile computing _ _ X _

21. Intrusion Detection Systems X X X X

Security policies are adequate.

From Table 1 it can be detained that not all existing Information

For example, Organisation A fails to

address three of the identified elements and Organisation B fails to address

eleven elements.

Organisation C has a well formulated policy and

addresses all the characteristics identified by the theoretical framework.

Organisation D does not address four of the identified elements.

4

THE CISP

This section presents the proposed CISP. Figure 1 shows the proposed
CISP on the next page.
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5 CONCLUSION

The main goals of this study were to evaluate Information Security policies
of various IT governmental organisations and design a resulting CISP.
These goals were attained successfully.

The results of this study may not be optimal due to the limited
number of Information Security policies that were evaluated. Various IT
related governmental organisations were invited to participate in this
survey, but had to decline due to organisational privacy requirements. The
reviewed policies shows that most of the governmental organisations were
found to omit the most significant issues that are supposed to be included
in their Information Security policies (refer to Table 1).
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Figure 1: CISP

The proposed CISP provide organisations with a generic model to
use when designing their own Information Security policies. Therefore,
any IT governmental related organisation that needs to design or upgrade
their Information Security policies may adopt the CISP. Consistent with
the changing nature of technology, the Information Security policies will

464




Information Security Policies for Governmental Organisations: The Minimum Criteria

be subject to change as well. Accordingly, the CISP may be valid for a set
period due to technology improvements and will need to be upgraded.
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ABSTRACT

Many threats to Information Security can be avoided if proper information
security processes are in place. However, one can only counter threats
effectively once sufficient knowledge about information security has been
attained. Consequently proper information security awareness through
education is necessary. The problem with information security education
is that many people are not motivated to attend education sessions, study
related material or participate in online courses. Educational games have
been around for quite some time, although they have been limited to a
narrow range of subject matter. This paper will introduce a current, in
progress, research project which focuses on the development of a
computer game to teach basic information security knowledge to learners.
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1 INTRODUCTION

The incorrect usage of information technology has become a huge
problem in modern society. Securing informational assets is an essential
part of proper information technology usage and thus crucial towards
protecting users against risks. Being ignorant to these risks may lead to:
A loss of assets, ruining company reputations (Ernst & Young, 2008) and
businesses closing down.

Information security is the term used to describe how one can
safeguard information assets. International practices and frameworks do
exist that propose countermeasures that can greatly reduce the risks which
threaten  information  (ISO/IEC17799, 2000; COBIT, 2001).
Countermeasures often fail because people, in general, are not aware of
the risks involved with information technology. People remain the
weakest link for information security (Ernst & Young, 2008; Deloitte,
2009).

Numerous businesses have accepted that information security is a
problem, but have not yet been able to solve the problem to an acceptable
level. Formal ways to educate staff do exist, however it is exceedingly
expensive for companies and businesses to send every employee, who
works on a computer, for a training session.

Many people believe that the general public knows too little about
information security (Siponon, 2001). Educating the general public about
information protection may solve several basic problems associated with
information security awareness. Problems such as phishing and password
protection are essential in this respect, because these threats are a problem
for the general public as well as for major corporations.

The main problem this paper addresses is that the general public and
employees are generally not motivated to learn about safeguarding
information. Companies sometimes use incentives in order to direct their
employees’ attention towards information security, e.g. a piece of
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chocolate with a note attached about password protection (Albrechtsen,
2007). Security campaigns such as this often fail, because the motivation
is directed towards the incentive instead of the information. Motivation
needs to be linked to information security in such a way to ensure that
knowledge is being gained by the employee. In other words, it should not
be possible to eat the chocolate without learning about password
protection.

This paper proposes the use of an educational computer game in
order to motivate people to learn about information security.

2 RESEARCH DESIGN

The project will design and implement a game to teach information
security concepts. Both qualitative and quantitative methods will be used
to determine whether the game is both fun and engaging, as well as
educational.

Initially a prototype will be developed. This prototype will conform
to the design considerations outlined in the following section. Further
prototypes should be developed against which the original game can be
compared.

It is impossible to develop a prototype of every single game type
known to man and it is also impossible for participants to play and
evaluate every type of game. For these reasons it has been decided that
only three games should be developed for this study. It is very difficult to
evaluate how much fun something is, however, it can be determined what
is more enjoyable between a small number of activities. In the same way
it is very difficult to determine what game type is the most fun to play,
however it is possible to determine which of these three types of games is
more enjoyable for a given test audience. A relatively fun game is
sufficient for the purposes of this study.

Although the second game will have the same features and lessons as the
original game, it will not abide by the recursion principle mentioned in the
following section. The game will not be limited to a time period, instead
the game will continue until the player has game points (money) left. The
score will be determined by how long the player had any game points left.

469



Proceedings of ISSA 2009

This means that money threatening events will happen more often and will
affect the player’s total amount of game points more severely as the game
continues. One might argue that this is a better approach to teach someone
a lesson.

The third game will also have the same features and lessons as the
original game, however the game will explicitly tell the player what to do
in order to progress in the game. A story should be linked to a game such
as this. It can be argued that a lot of people do not want to guess what is
right through experimentation but rather be told what to do. This game
will test whether the previous statement is true.

These three games can be compared with each other because
essentially it is the same game with just different ways of playing it. They
can be compared to determine which game is more popular and thus
making it more fun. This is accomplished by placing all three games on a
network and digitally counting how many times the game was started and
how many times the game was completed. It is possible that there will not
be a clear-cut winner to the popularity test, in which case it is necessary to
consider having multiple games as part of the solution.

After it has been determined which game is the most fun, a survey
needs to be conducted to test what the players have learnt and what they
thought of the game. At the start of the survey participants will be
presented with a questionnaire asking them:

a How often do they play games?
a What game genres or style of game play do they like?
& How much do they know about information security?

Following the questionnaire, this group of participants should play
the game a couple of times and answer another questionnaire asking them:

a What did they think of the game?
& How much have they learnt about information security?

Note that the questionnaires should not give the impression that the
game is an educational game. Questions asking about information
security knowledge should be carefully constructed and placed close to
general questions which will hide the fact that the survey is mostly about
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what knowledge the player has acquired. It is also important to ask the
same questions about information security before and after the study to
ensure that knowledge is being increased.

A fundamental flaw with the solution proposed in this paper is that
some people are not interested in games and thus not motivated to play
them. The survey will also address this issue by determining what people
who do not like games, thought about the game. The survey might show
that those people changed their opinion based on this game or that more
research should be conducted to motivate these people.

The main aim of the survey will be to determine whether the game is
educational, thus proving that the game is fun and also teaches information
security knowledge.

3 PROBLEMS IN CURRENT INFORMATION SECURITY
EDUCATION AND AWARENESS

Information is a valuable asset to most businesses. Many ways exist that
mitigate risks that threaten the safety of information assets. Several of
these risks cannot be prevented if the users of the system are not educated
to act securely (van Niekerk & von Solms, 2007). Users are often ignorant
of the magnitude of their actions towards information systems.

Common methods that companies use to educate their employees on
information security include: posters, training sessions and online
tutorials. It can be argued that these methods cause several problems:

a Posters become part of the office sentry and only temporarily
remind employees of a specific information security threat.

Training sessions are usually expensive and waste time.

a Online tutorials are also time consuming and are difficult to
govern.

These and other methods have an underlining problem of sometimes
not motivating the employees enough for them to fully grasp the
awareness aspect of information security.

The general public also suffers from a lack of information security
awareness (Siponen, 2001). This is becoming an immense concern partly
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due to phishing attacks, the increasing use of email passwords and online
banking.

Email services and bank websites usually instruct their users what
not to do, however there are users who ignore risks thinking that nothing
will happen to them. A user who does not care about information risks
can be described as looking though rose-coloured spectacles (Siponen,
2001).

Again, the underlying problem can be largely contributed towards a
lack of motivation.

In order to understand why motivation is lacking with respect to
information security awareness the top information security threats should
be identified. The top eight recurring external information security threats
as described by (Deloitte, 2009) are:

a Email attacks, such as spam

Phishing/pharming

Virus/worm outbreaks

Spyware

Employee misconduct

External financial fraud involving information systems
Social engineering

Physical threats

> > > > > > >

(Rothke, 2005) identifies a lot of the same threats stating that these are
things that every employee should be aware of.

As mentioned earlier, the primary purpose of the research described
by this paper is to design an educational game that will hopefully help
address the motivational problems surrounding information security
education.

The following section of this paper explains the process which
should identify a suitable type of game to motivate people about
information security. The process extends in order to prove that this game
will make them aware of the top eight information security threats. This
should play a role in the solution of widespread information security
awareness.
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4 EDUCATIONAL GAMES

Video games have been very successful in the last couple of years. Good
games generate enough fun and enjoyment for the player to remain
engaged for long periods of time. Educational games are games that have
an added goal in mind: They also attempt to teach the player about a
certain topic.

Educational games have been described as “edutainment” (Moreno-
Ger & Burgos & Martinez-Ortiz & Sierra & Fernandez-Manjon, 2008)
and “Serious Play” (de Castell & Jenson, 2003) and they have been used
as a motivational tool for educators. Unfortunately some of them have
also been described as neither fun nor educational (de Castell & Jenson,
2003). Being neither fun nor educational should constitute an educational
game as being a complete failure.

There are mixed views of educational games in research, which
indicate that although it is a good idea in principle, it is, however, not
always implemented well enough. Here are two examples of security
related educational games which have been successful.

A CyberCIEGE as described by (Cone & Irvine & Thompson &
Nguyen, 2007) is an educational game that teaches the correct use
of computer networks. The game uses a 3D environment to
closely match what would happen in real life. CyberCIEGE has
been used successfully to teach the US navy about proper network
usage. This game shows that security can be taught through game
play, however it does not address our problem that relates to
information security awareness.

a Anti-Phishing Phil as described by (Shreng, et al) is an educational
game that teaches players to recognise potential phishing attack
URLs. This piece of research produced fascinating results when it
is compared to more traditional methods of phishing education.
The research proves that a video game can be more effective at
teaching phishing awareness than existing training material.
However, the game is very specific and only teaches security
prevention from phishing attacks. The game is also limited when it
comes to further investigation by means of additional research.
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5 THE GAME DESIGN

This paper proposes the design and development of a money management
game to motivate people to learn about information security. The players
will start the game with a small amount of money, after which they will be
faced with decisions that affect the total amount of money they own.
These decisions could be: investment decisions, banking decisions or job
opportunities. Some decisions will result in gaining money while some
decisions will result in spending money. Events are also prevalent where
the game attempts to steal your money. These events can be mitigated if
proper security processes are in place.

This is where information security awareness comes into play. Most
of the threats on the player’s money will be related to information
security. However, the game will not explicitly mention information
security (the medicine). This is what is meant by “Concealing the
medicine”. This technique is used because of the negativity surrounding
information security and educational games (Moreno-Ger, 2008).

The game will be presented as a regular game with only one goal:
To be entertaining. The players should be oblivious of the fact that it is
indeed an educational game about information security.

In order to keep the game engaging while exposing content the
following principles are proposed:

a The process of playing the game should directly relate to learning
the educational content in the game. As explained in the above
paragraph, in order to become good at the game the player must
successfully secure his/her assets, which can only be done by
having an understanding of information security. How tightly
integrated the learning process is to the game play should directly
relate to the overall appeal of the game. This also ensures that
someone cannot “cheat” their way out of learning, in other words,
to become good at the game is to become information security
aware!

A The fact that the game is an educational game should be hidden
from the player. This is called stealth learning (Prensky, 2001) or
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concealing the medicine by this author. As previously stated the
player should feel more comfortable thinking that the aim of the
game is to be entertaining. In the game money will represent
information assets while many of the risks involved will deal with
information security. It is not impossible that the player notices
that educational content is being exposed through the game which
is not a problem. The biggest goal of this principle is not to give a
negative first impression of the game.

Learning should be gained through recursion and experimentation.
A good way to learn something is to discover it yourself after
gaining some experience. Making the game quick and easy will
motivate the player to play it again and again, which is what is
meant by recursion. Giving the player the option to do something
the wrong way and clearly explaining why it is wrong will give the
player a sense of experience as they experiment with their options.
This process should make the learning experience more memorable
because the student has learnt something by himself/herself and
uses his/her findings several times.

However, some threats will not always penalise the player. In the
game, if someone suspicious offers you a business proposal
(pyramid scheme or otherwise), by buying into it will not
necessarily cause a loss of money, but might bring the player high
returns. This is essential to the overall appeal of the game because
it keeps the player guessing by changing the game every time.
This also maps closer to the real world. Indeed, to learn the lesson
a high percentage of suspicious business proposals will be scams,
thereby revealing that it is in fact a huge risk. What is being learnt
by using the system is being aware of risks, which will still be
accomplished by playing this kind of game.

The game should make mundane tasks fun. Irritating events can
spoil a good game, by making these events fun it can stimulate the
players while they are learning. Password protection could be one
such event. In the real world it is quite frustrating to enter one’s
password into the computer every time you use it. Why should the
same action put into a game be any different? Password protection
is an important lesson to be learnt. Thus by making the process
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more fun, it should make the overall game play better while giving
a positive reflection on tasks such as password protection.

a The game should make use of a points system. The player will
have points added when they do things correctly and points
deducted when they do things incorrectly. In the game presented
above money will serve as these points. On completion of the
game the final score (total amount of money) will be presented to
him/her. The player can clearly deduce whether this score is better
than his/her previous scores and whether this score is better than
their friends’ or colleagues’ scores. What often follows is that the
newly acquired score is less than the comparable scores, resulting
in a desire to play the game again in order to receive a better score.

Note that these principles can be applied to other educational games,
thus enabling further research being conducted, on these principles, in the
future.

6 CONCLUSION

Information security awareness is a big problem. By implementing an
educational game to spread awareness might be a big step in the right
direction. Using techniques such as “Concealing the medicine” can be a
key towards improving the quality of these educational games.

In order to test whether this educational game is successful, one has
to test whether it is fun and whether it exposes educational content.

Not all people like video games, in this case the authors are
“concealing the medicine in chocolate” for people who “do not have a
sweet tooth”. However, it is the author’s opinion that good game
principles can result in a game where quality may result in “chocolate”
that may be irresistible to virtually anyone.
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ABSTRACT

The use of cryptographic protocols as a means to provide security to web
servers and services at the transport layer, by providing both encryption
and authentication to data transfer, has become increasingly popular.
However, we note that it is rather difficult to perform legitimate analysis,
intrusion detection and debugging on cryptographic protocols, as the data
that passes through is encrypted. In this paper we assume that we have
legitimate access to the data and that we have the private key used in
transactions and thus we will be able decrypt the data. The objective is to
produce a suitable application framework that allows for easy recovery
and secure storage of cryptographic keys; including appropriate tools to
decapsulate traffic and to decrypt live packet streams or precaptured traffic
contained in PCAP files. The resultant processing will then be able to
provide a clear-text stream which can be used for further analysis.

KEY WORDS
Cryptographic, network, protocols.
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1 INTRODUCTION

This paper describes research in the field of cryptographic protocols, cur-
rently being performed in the REMOVED. While this research is not entirely
novel, as it makes use of elements from existing research in the detection of
encrypted applications [2], we consider a generic solution to the given prob-
lem of analysing encrypted traffic with the intention of later extension to
provide support for multiple protocols and performing further analysis than
application detection. This paper provides a starting point for further re-
search into the evaluation and analysis of supposedly secure applications and
suggests an outline for the development of a framework which could perform
this.

Cryptographic protocols are a vital component of information security 9] as
a means of securing modern networks against would-be attackers by provid-
ing data integrity, encryption and authentication to network traffic at the
transport layer [12]. Sensitive information, such as banking details, that
transverses networks will most likely do so through an encrypted tunnel pro-
vided by the cryptographic protocol; it is thus imperative that both the pro-
tocol itself is secure and the applications use of the protocol is correct and
sensible. A recent paper by Lee et al. shows that in a study of over 19000
web servers, 98.36% of the servers provided support for TLS and 97.92%
provided support for SSLv3.0 and 85.37% provided support for SSLv2.0 [4].
These statistics serve to show the prevelance of SSL/TLS and the need to
support these protocols.

We now present cases for the need for such research and the development of
a framework that allows for the decryption of encrypted traffic.

HTTPS has become prevalent as a means to communicate with a web server
securely; however if an attacker were to use HIT'TPS as a means to per-
form an attack, it becomes difficult to detect such an attack due to the
encrypted nature of the traffic. Tt would be useful if a system existed to
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decrypt this traffic and then perform analysis. This is highlighted by work
done by Marklinspike [5] in developing a tool, SSLStripper, that removes the
secure components of a connection allowing for a new form of MITM (man
in the middle) attack where the user believes that his connection is secured
(using HTTPS) but in reality messages are passed through HTTP, and are
intercepted by a third-party. Furthermore the SANS institute announced
“Increasingly Sophisticated Web Site Attacks That Exploit Browser Vulnera-
bilities - Especially On Trusted Web Sites” as the top security menace in the
“Top Ten Cyber Security Menaces for 2008” with “Web Application Security
Exploits” in 8th position [7].

Wang et al. [14] comment that in the long term, software development can-
not afford to consider implementing security only after the application has
been developed or late in the development cycle as irreparable security com-
promises may already exist and that attempts to correct them would require
significant resources. Further we consider that security is one of the core
metrics in McCall’s Software Quality Checklist [1]. However, software de-
velopment is notorious for being over budget and far exceeding its expected
completion date; as a result we often find that security is left until late in the
development cycle and sometimes even after the application has been built
[14]. Often this causes poorly implemented security and this only serves to
degrade the quality of the system built as it provides the user with a false
sense of security; further an insecure application that passes and receives sen-
sitive information is as equally unusable as an application that fails to meet
its specifications in terms of correctness [14]. We could argue that the reason
why security is not part of many development cycles in earlier stages is due to
the difficulty and tedium of checking the correctness of security [10, 11|. To
put this in context, if we consider that between January 2004 and December
2008, there have been 26139 reported security vunerablities [6]. It would be
useful if there existed a framework that decrypted data and then provided
some analysis on issues pertaining to the implemented security.

The remainder of this paper will consider the construction of such a frame-
work, with the following sections. Section 2 contains related work, while
Section 3 provides a brief of overhead of the architecture involved for SSL.
Section 5 details the approach to be taken and Section 4 highlights the ex-
pected goals on completion.
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2 RELATED WORK

The analysis of cryptographic protocols is a subject that has been exten-
sively researched with algebraic models to provide descriptions of protocols
and techniques such as, BAN Logic and Running Mode Analysis, to provide
formalizations to determine whether a protocol is correct in terms of achiev-
ing its goals of authentication and data integrity. Research into security and
software development is also widely available for discussion of implementa-
tions of security into development lifecycles and evaluation of implemented
security mechanisms. Furthermore there are a number of systems which, to
some degree, provide some of the features already discussed. In this section
of the paper we discuss some of the related work around existing software
that could possibly be used to perform the functionality outlined in Section
1. We will consider some research that may be beneficial when considering
such a framework.

2.1 Running Mode Analysis

Running Mode Analysis is a technique for the formal analysis of crypto-
graphic protocols. It makes use of conclusions derived from model checking.
The central component of Running Mode Analysis involves creating a system
including an attacker, a protocol and two parties attempting communication
and then discovering all of the possible modes the system can enter. For ex-
ample, in a three-principal security system there are seven running modes; if
we can show that these seven modes do not exist then the protocol is deemed
to be safe within the system. When working with complex protocols, such as
SSL, it is a matter of decomposing the more complex protocol into a number
of smaller protocols and then performing Running Mode Analysis on each of
the simpler protocols. This sort of analysis is often done by hand and pro-
vides an interesting means of the verification of the correctness of a protocol.
In a by paper Zhang and Liu [15], running mode analysis is performed on the
SSL Handshake protocol. While it may not be important to perform such an
analysis, as such research already exisits; it’s important to understand that
many protocols are fundamentally flawed and identification of such flaws
when providing analysis of application security would be a useful addition.
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2.2 Practices in SSL/TLS

It has already been mentioned that cryptographic protocols are a popular
method of securing web servers. We need to consider that simply providing
support for cryptographic protocols is not sufficient to provide adequate se-
curity. Lee et al. [4]produce a tool, the PSST (probing SSL Security Tool), to
perform analysis of over 19000 web servers employing SSL/TLS. They con-
clude from their results that in 2006, 85.37% of the over 19000 web servers
still provided support for SSLv2.0, a fundamentally flawed protocol due to
weakness to Man in the Middle (MITM) attacks, while 66.55% of servers
still supported DES-40 encryption even though the US export laws limiting
the key length of DES to 40 bits is no longer in effect. It is unwise to still
provide support for SSLv.2.0 as its well documented that MITM attacks can
force the adoption of a weak encryption protocol like DES-40 creating a large
and exploitable vulnerability for brute force attacks. While adaption of new
algorithms such as AES, is prevalent, the rate at which old standards are
no longer being supported is not sufficiently rapid; it is, therefore, impor-
tant that these issues are highlighted when performing analysis of a systems
security.

2.3 Detection of encrypted applications

The use of libraries such as openSSL provides a means to add encryption to
generic traffic; this creates a problem for the analysis of network traffic as the
traffic is now encrypted. For example, most common torrent clients provide
a means to encrypt traffic or by means of using an encrypted tunnel provided
through SSH as a means to avoid the content blocking of p2p applications.
This makes it difficult to block or limit certain types of traffic which may
be the goal of a network administrator. Bernaille and Teixeira [2] suggest
a system for the early recognition of encrypted applications is outlined and
developed with a high degree of success in terms of identification of appli-
cations within an SSL. connection. They take the approach of using specific
parts of the TCP payload to identify the SSL connection by studying said
traffic in detail and then producing patterns to be used in detection methods.
A similar methodology of analysing the TCP payloads could be incorporated
into the research topic.
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2.4 Related tools

A number of tools exist that provide means to analyse SSL; these include
SSLDump and SSLSniffer. SSLdump [8] is an SSL/TLS network protocol an-
alyzer which identifies TCP connections on the chosen network interface and
attempts to interpret them as SSL/TLS traffic. When it identifies SSL/TLS
traffic it decodes the records and displays them in a textual form to stdout.
If given the cryptographic keys involved it can be used to decrypt the traffic
passing through. SSLSniffer [3] provides similar functionality as SSLDump
with the exception that it can act as a SSLv3/TLS and SSLv2 proxy server.
The issue with these sorts of tools is two-fold, they don’t provide any security
analysis and further they are protocol specific.

3 ARCHITECTURE OF SSL/TLS

It is important to understand the underlying architecture for each of cryp-
tographic protocols for implementation is intended. We will consider the
architecture of TLS focusing solely on the Handshake Phase, as it is the
most significant to the development of the framework. Extension to other
protocols would require similar understanding. Firstly, we consider some
of the goals of SSL/TLS as these goals dictate the structure of TLS [12].
TLS aims to provide a secure connection between two parties with interop-
erability, extensibility, allowing for incorporation of encryption algorithms or
hashing functions and efficiency provided by caching. We will consider the
basic architecture of TLS as it is very similar to the architecture of SSLv3.0.
For our purposes, we need only to consider the Handshake phase of SSL.

3.1 The Handshake

During this phase decisions are made as to what cryptographic parameters
are to be used for the actual TLS connection. This include deciding on the
protocol version, selecting a cipher suite and performing some secret key
exchange.

The client sends a client hello message to the server. The server then possibly
responds with a server hello message. If there is no response then a fatal er-
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ror occurs and the connection is closed. These hello messages establish: the
protocol version to be used, session ID, cipher suite to be used, compression
algorithm to use, clientHello.random and ServerHello.random. The actual
key exchange may consist of up to four messages containing: the Server Cer-
tificate, the Client Certificate, the Server Key Exchange and the Client Key
Exchange. If the Server Certificate is to be authenticated it is sent after the
hello messages phase. Following that the Server Key Exchange message may
be sent if necessary. If the server passes the authentication, it may request
the Client Certificate (if the client has one and if it is required by the cipher
suite). The server then sends a Hello Done message back to the client indi-
cating the end of the Hello Message part of the handshake is complete. The
server then waits for a for a client response. If the certificate request mes-
sage was sent then the client needs to respond with a certificate. The client
will then send its Client Key Exchange message with the contents dependant
on the public key encryption algorithm chosen. After the exchanges have
taken place a Change Cipher Suite Message is sent from the client to server.
The client then sends new messages containing the new algorithms and keys.
The server responds by sending a Change Cipher Suite Message back with
the new keys and algorithms. The handshake is then complete [12].

4 RESEARCH OUTCOMES

The authors intend to develop a framework that could be used to evaluate the
correct implementation of security protocols in software and other analysis
of encrypted network traffic. In this regard the framework needs to be able
to decrypt traffic that has been encrypted by a specific algorithm, further it
needs to be able to determine which algorithm has been selected to provide
encryption; in the case of SSL/TLS this is a case of inspecting packets sent
during the SSL handshake. Once plain-text has been obtained the developer
can inspect the payload of the messages being sent was and can use this
to perform a form of manual debugging. Seeing as a number of security
related parameters can be derived from examining the SSL. handshake , it
would be useful to alert the user to possible security issues such as the use of
keys generated on the Debian platform during the Debian/OpenSSL security
breach [13] or suggesting that certain cryptographic algorithm be removed
from the cryptographic algorithms supported during negotiation in the case
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of SSL/TLS. For example 40-bit DES is considered to be extremely insecure
as it is weak to brute-force attacks or even suggesting that support of SSLv2.0
is a security risk as SSLv2.0 is well-documented as a flawed protocol. It would
also be useful to check the entropy of the cryptographic keys used. Once the
system has been developed some form of assessment needs to be performed
on the usefulness of such a system; this could be performed by distributing
the system to a number of users and collecting feedback or by developing a
number of test applications with glaring security flaws and then evaluating
the output produced. In this way we can further determine if the system is
of any practical use to developers.

5 APPROACH TO RESEARCH

Firstly, we assume legitimate access to the data or network connection and
that the private keys used are available. As this system would be used in a le-
gitimate context, there is no reason for the private keys to not be available for
use; attempting to recover private keys is outside of the scope of the research
context of this paper. The objective is to produce a suitable application
framework that permits easy recovery and secure storage of cryptographic
keys; including appropriate tools to decapsulate traffic and to decrypt live
packet streams or precaptured traffic contained in PCAP files. The authors
propose the development of a system to capture packets, filtering for TCP
packets only (or to parse a dump files for TCP packets only) mostly likely
written as a simple C++ application and making use of libpcap or WinPcap
(implementation dependant). This application then removes the headers of
the packet and considers the SSL/TLS handshake that has occurred, so as
to recover the public key and cipher suites used. The resultant processing
will then be able to provide a clear-text stream which can be used for further
analysis. The framework should be implemented for protocols that use the
standardized hybrid cryptographic protection system such as IPSec, TLS,
SSL 3.0 and SSHv2. An issue of concern is the recovery of the nonce, which
could either be retrieved by changing the server applications or more practi-
cally by having another trusted system holding a second copy of the private
key. An investigation as to how to sensibly store cryptographic keys is also
required as they form a central component of this system. Figure 1 illustrates
this in diagramatic form.

486



Management, Processing and Analysis of Cryptographic Network Protocols

| Obtain crypto suite
= used

Remave header so
Load peap file or .| only payload .
siream . remains on Decwpt 7 Analysﬂs
packets

Gat session/
temporal key

h 4

hJ

Figure 1: Diagram of Proposed System Design

6 CONCLUSION

This paper has discussed the need for a framework to provide a means to
decrypt encrypted traffic for debugging needs within software development
and also as a means to provide analysis of encrypted traffic and has outlined
the system to be developed. At this stage, the research is still in its formative
stage. We expect that if the system is developed correctly, and is adopted as a
component in system development, that it may provide a standard to ensure
correctly implemented security systems and that it would also be useful to
network analysts. The system could later be extended for development with
other protocols, possibly including [PSec and SSH.
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Abstract:

The explosive growth of mobile communications technology and services in emerging
markets has resulted that access to information resources and storage of sensitive information using
mobile phones is increasing. At the same time the capabilities of mobile terminals and bandwidth of
mobile networks is improving. To protect the information stored in mobile phones and to make it
possible for mobile phone owners to utilize the vast amount of different mobile ICT services, it is
important that security mechanisms with scalable encryption and authentication keys is available. The
need for such security mechanisms is increasing proportionally with the explosive growth in mobile
wireless communications. South Africa as one of the progressive emerging markets needs to address
mobile security issues with the aim to develop the mobile enterprise and consumer services sector.
Therefore CSIR modelling and digital sciences department, as a main stakeholder in the mobile ICT
technologies and services in South Africa, have started a mobile communications security research
group in collaboration with research institutes locally and abroad.

This paper will present the case study for and the proposed mobile communications security
research. The mobile security research is based on several years of work in mobile wireless
communications area and is composed of three parts:

» Secure mobile terminal platforms: Mobile data security and low power encryption
and authentication mechanisms.

» Next generation mobile wireless network security: Radio access and handover
security. (MS <> BTS,APs), and End-to-end security issues.

»  Secure Mobile Services : Scalable security architectures for the vast amount of
mobile services expected.

The research proposal also encompasses a human capital development aspect where several
research proposals in collaboration with research universities and institutes, is expected to result in
several research PhDs and the development of research and educational curriculum in the areas of
mobile wireless communications security. The idea with this paper is to highlight and promote
awareness to mobile-wireless security research and promote formation of collaborative research
projects with research institutes in South Africa. The following section discusses one of the areas that
the group at the CSIR is currently involved in. The research effort is focused to build a scalable
platform to make mobile services secure and usable.
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A Scalable Platform for Secure Mobile Services

Nowadays mobile phone users are able to access a large number of services requiring some form
of authentication. Making mobile services reliable is possible only by building security and
authentication mechanisms, so that confidence and trust is built between service providers and
customers. At the same time secure mobile services reduce fraudulent and unauthorized access to
mobile broadband content and services, promoting the continued growth of mobile broadband
technology and services. Secure mobile services require the development of security aware mobile
platforms and network protocols. Depending on the type of services on demand the dimensions and
rigor of security mechanisms can vary. As shown in figure 1 below, mobile services such as financial
transactions (M-Banking, M-Payment) and mobile enterprise services will require high security, while
public information access such as an M-E-Government application might need a low security level.
Another important aspect that needs research is the interplay between strong/low security and less/better
usability aspect of mobile services.

Authentication, Secure Mobile
Customer . .
Encryption Services

" Strong 7

9

Convenience./.Commitment
Requirements

Lowlevel
/ Low Power....

Figure 1, Security Dimensions of Mobile Broadband Services
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