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ABSTRACT 

Ensuring a secure Service-Oriented Architecture implementation within an 
organisation is challenging.  Without sound information security principles 
supporting a Service-Oriented Architecture implementation, the rate of 
success is low.  The information security principles of identification, 
authentication, authorization, confidentiality, integrity, availability and 
accountability remain the same for Service-Oriented Architectures.  However, 
the Service-Oriented Architecture environment consists of agile 
implementations, which are designed around principles that demand a 
different approach that can be to the detriment of information security.  
Unless all information security issues related specifically to Service-Oriented 
Architecture are taken into consideration, an organisation faces unnecessary 
risks.  An organisation faced with these added challenges may choose to 
avoid confronting this architectural approach altogether.  Regrettably, an 
organisation could also miss out on the advantages and potential value that a 
Service-Oriented Architecture has to offer.   

In order to identify information security shortcomings regarding 
Service-Oriented Architecture governance frameworks, this paper evaluates 
two existing Service-Oriented Architecture governance frameworks against 
ISO/IEC 17799 (2005) controls. The paper presents an analysis and 
evaluation regarding the state of governance of information security for 
Service-Oriented Architectures, to assist managers on how this complex issue 
should be approached.   
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1. INTRODUCTION 

Service Oriented Architecture (SOA) (Brown, et al., 2006) is a paradigm for 
organising and utilising distributed capabilities that may be under the control 
of different ownership domains, and implemented using a variety of 
technology stacks.  Although an SOA can be implemented using different 
technologies, web services (Champion, et al., 2002) is commonly used.  
Services can be shared and reused if design principles such as loose coupling, 
abstraction, discoverability, composition and the inclusion of a service 
contract are followed (Erl, 2006).  Services implemented in this manner are 
vulnerable to information security threats, as they often expose the limitations 
of existing information security implementations (Buecker, et al., 2007).   

SOA governance ensures that stakeholders define, implement and 
execute a business model and accountability framework for SOA.  The main 
focus is to ensure that SOA policies are enforced by a policy enforcement 
model, which defines various policy enforcement mechanisms (Marks, 2008).  
Applying SOA governance in this manner may mean that information security 
controls are not comprehensively addressed.  

The purpose of this paper is to evaluate whether existing SOA 
governance frameworks adequately address information security.  Information 
security challenges for SOA are described in the following section.   Section 3 
evaluates two formal SOA governance frameworks.  Section 4 describes 
ISO/IEC 17799 (2005) (ISO/IEC 17799, 2005) as a best practice for 
information security.  Section 5 evaluates two SOA governance frameworks 
against ISO/IEC 17799 (2005), to illustrate which ISO/IEC 17799 (2005) 
controls are not adequately addressed in the frameworks. Section 6 concludes 
the paper. 



2. SOA INFORMATION SECURITY CHALLLENGES 
Traditional IT environments are governed by IT and information security 
governance frameworks such as Cobit (IT Governance Institute, 2007) and 
ISO/IEC 17799 (2005), shown by layers on the right of Figure 1.  

 
        Figure 1: Traditional IT and SOA environments 

Centralised information security services, shown at the bottom of Figure 
1, protect this environment following a set of well-known best practises, 
defined by the IT and Information security governance layers. These controls 



are centralised, are characterised by human-to-machine interactions, have a 
fixed network perimeter to protect, address a singular information security 
context, and makes use of mechanisms of high assurance such as platform-
dependent operating system access controls. 

In contrast, an SOA environment consists of platform independent 
boundaries that are not fixed. Software components are exposed via service 
interfaces, as shown in Figure 1. Services can be composed or orchestrated 
into complex business processes and exposed to B2B transactions with remote 
partners. This complex environment needs another layer of governance, 
shown on the right of Figure 1, to cater for its complexity. Furthermore, 
service design principles such as loose coupling and composition have a 
detrimental effect on information security (Pulier & Taylor, 2006).  Loosely 
coupled services do not form dependencies with other services or resources 
(Erl, 2008), regardless of context such as information security.  Information 
security must be defined in a platform independent manner, to function 
unobtrusively to the service. The application of such security relies heavily on 
a policy infrastructure (Marks, 2008). When services are composed, the 
security context can only be determined at the time of composition. This 
increases the complexity of identification of service consumers, access control 
and accountability. Figure 1 indicates a new layer of SOA security services 
that make use of immature, emerging standards, are custom-built, complex, 
automated and policy-driven to cater for machine-to-machine interactions.  

Figure 1 highlights the dilemma faced by management of SOA-enabled 
organisations. They may decide to govern the SOA and its security by using a 
SOA governance framework, as information security is generally addressed 
within such frameworks, and tool support is provided by vendors. Questions 
pertinent to address are whether SOA and information security governance 
frameworks are in alignment with one another?  Do they function in a 
complementary manner to each other, or do they duplicate governance 
controls? Is all vital information security controls identified by these 
frameworks, or should new controls be identified? The following section 
describes SOA governance frameworks, emphasising information security.  



3. SOA GOVERNANCE FRAMEWORKS  
There is currently no standard framework that exists for SOA governance.  
The Generic SOA Governance Model by Niemann, Eckert and Steinmetz 
(Niemann, et al., 2008), referred to as NES here, has been defined by 
considering both vendor frameworks such as SAP AG (Brandt, 2009), Oracle 
(Hodgson, 2009) and IBM (Evans, 2009), and academic frameworks such as 
Marks/Bell (Marks & Bell, 2008) and Bieberstein, et al (2006).  This 
framework, and the SOA Governance Reference Model by Marks (Marks, 
2008) are chosen for the evaluation, due to their formal and comprehensive 
approach. Vendor-driven approaches are not considered, as they focus on 
technology and tool approaches. Table 1 describes the NES framework.  

Table 1:  Generic SOA Governance Model –NES 
The model consists of two parts shown below: 
• The SOA Governance Control Cycle – The cycle consists of four phases, namely 

planning, design, realisation and operation, providing a closed loop.  Planning and 
design includes definition of policies and metrics. Realisation is where governance 
mechanisms such as metrics and policy enforcement are installed and processes are 
activated.  Operation is where the SOA governance processes are evaluated and 
analysed for effectiveness.  This ensures that the system complies with policies. 

• The SOA Governance Operational Model    
a. SOA Center of Excellence (SCE) defines and enforces guidelines and policies 

throughout the organisation.  Information security is also considered here.  
b. Best Practices Catalog stores all policy experiences, both positive and negative, to 

consistently improve an SOA.     
c. Policies divide the policy-related topics into governance areas, including an area for 

information security-related policies which focuses on data and communication 
security, systems security and authentication and authorisation mechanisms.  

d. SOA Processes defines the SOA system that needs to be governed, subject to 
governance policies.  

e. Metrics are defined by the SCE and are applied to SOA Processes.  Business, 
process, performance, SLA and SOA conformance metrics are defined, which 
correspond to specific policies like information security-related polices.  The results 
of the metrics are fed back to the SCE for compliance.   

f. SOA Maturity Measurement element describes how an SOA is adapting and 
operating within an organisation and contributes to monitoring policy effectiveness. 



The model uniquely considers governance of cross-organisational 
interaction on a technical level. Information security forms part of this 
framework but there is no separate, comprehensive element for information 
security. 

Table 2 briefly highlights the MARKS model. This model is a very 
comprehensive, detailed model to provide a good structure for organisations 
that would like to implement an SOA governance framework.   

Table 2:  SOA Governance Model - MARKS 
The layers of the model are grouped into four tiers. The tiers are Enterprise / Strategic 
Governance, SOA Operating Model Governance, SOA and Service Lifecycle Governance 
and Governance Enabling Technology.  The Governance Enabling Technology tier applies 
across the other three, and is responsible for policy creation and policy enforcement, which 
includes information security policy control.  This tier is described further, as it is the only 
one that addresses information security.  
• Governance Enabling Technology – Policies are created and enforced using 

technology and tools across the services lifecycle.  Policies should be monitored and 
managed to ensure that each policy is specific and that they can relate to one another.  
The use of policy automation through technology is encouraged.  There are many tools 
and standards available to implement and enforce policies, namely registries, 
repositories, policy engines and distributed enforcement points.  These tools interact 
with, amongst others, information security infrastructure.  Implementing policy-driven 
SOA governance means adhering to web services standards.  

This model identifies an important aspect of SOA governance, namely 
policy automation via technology support, to cater for agile machine-to-
machine interactions. As it is very comprehensive, organisations must 
research it extensively before it is implemented.  

The following section introduces a best practice for information security 
to evaluate each of these frameworks against. 

 



4. INFORMATION SECURITY BEST PRACTICE - ISO/IEC 17799  
Information security is achieved be implementing, amongst others, controls.  
For governance, control means to ensure that adequate measures are in place 
to provide assurance that objectives will be achieved and undesirable events 
will be prevented or detected and corrected (IT Governance Institute, 2007).  
Da Veiga and Eloff (2008) demonstrate that ISO/IEC 17799 (2005) addresses 
a comprehensive set of information security controls for governance. It is now 
chosen here as a baseline for the evaluation of information security of SOA 
governance frameworks. ISO/IEC 17799 (2005) controls are described in 
Table 3. 

Table 3:  ISO/IEC 17799 (2005) Controls  
Security Policy – An information security policy must be developed which reflects organisational objectives, 
management support and commitment. 
Organizing Information Security – Management must establish a framework to initiate and control the 
implementation of information security.  Information security must extend to external parties. 
Asset Management – The organisational assets must receive an appropriate level of protection, an asset 
inventory list must be kept and ownership of assets must be classified and documented. 
Human Resources Security – All parties, both internal and external must understand their responsibilities and 
roles, be aware of security threats and concerns, support the information policy and management information 
security must be applied throughout. 
Physical and Environmental Security – To prevent unauthorised physical access, damage, theft and 
interference to organisational assets. 
Communications and Operations Management – To ensure that the operational context is secure and to ensure 
that the appropriate level of information security is applied to third parties.  To maintain adequate levels of 
information security and ensure that information is exchanged in a secure manner.  Systems must be monitored 
and information security events recorded. 
Access Control – To control the access to information, authorisation of user access rights and to ensure that 
authorised users understand their responsibilities and are co-operative both internally and externally.   
Information Systems Acquisition, Development and Maintenance – To maintain information security 
throughout the systems development lifecycle.  To protect the confidentiality, authenticity and integrity of 
information through cryptographic means.   
Information Security Incident Management – To ensure that information security weaknesses and events are 
highlighted in a timely manner. 
Business Continuity Management – To ensure that interruptions to business activities can be handled 
appropriately and timely. 
Compliance – To ensure that organisations comply with legal, organisational policies and standards.  

For a secure SOA, it would be imperative that these controls are 
comprehensively addressed. The next section evaluates the two mentioned 
SOA governance frameworks, with regards to information security. 



5. EVALUATING SOA GOVERNANCE FRAMEWORKS 
The evaluation is shown in Table 4. The first column lists ISO/IEC 17799 
(2005) controls.  NES and MARKS are evaluated against each control and 
either receives * (not mentioned), √ (mentioned), √√√ (explicitly addressed) 
or ° (control should be addressed by the general information security 
governance of an organisation). A framework receives three ticks if it adheres 
to any of the following:  security services are specifically mentioned, are 
defined as separate controls, controls are automated, or cross-organisational 
communication is considered.   

Table 4:  Evaluating SOA Governance Models against ISO/IEC 17799 (2005) 
ISO/IEC 17799 (2005) CLAUSE NES MARKS 

Security Policy √√√ √ 
Organizing Information Security - Internally 
                                                       - Externally 

* 
√√√ 

* 
* 

Asset Management  √√√ √√√ 
Human Resources Security  √√√ √√√ 
Physical and Environmental Security  ° ° 
Comm. and Operations Man   - Oper. procedure and 3rd party delivery
                                                 -  System Planning 
                                                 - Software protection 

√√√ 
* 
° 

√√√ 
* 
° 

Access Control  √√√ √√√ 
Information Systems Acquisition, Development and Maintenance  
- Maintain information security throughout SDLC 
- Protect the confidentiality, authenticity and integrity using    
   cryptographic means 

 
* 
* 

 
* 

√√√ 

Information Security Incident Management   √ √ 
Business Continuity Management  ° ° 
Compliance - Legally 
                      - Policies and standards 
                      - Effectiveness of auditing process is maximised  

√ 
√ 
* 

√ 
√ 
* 

The table reveals that SOA governance does attempt to address 
information security controls, shown by the number of √√√s. The number of 
*s and √s indicates that information security is not addressed holistically.   

   



A closer look reveals that: 

• Information security is not addressed holistically, as there is no 
information security framework that specifically addresses how to 
initiate and control the implementation of information security across 
all layers of an organisation; 

• Information security for external parties, which may be pertinent to 
secure cross-organisational interactions, is not always considered; 

• Information security controls are not always applied across the 
systems development lifecycle; 

• Not all security services such as encryption are explicitly mentioned; 
• Considering the automated manner in which service interaction is 

performed, a concern is that auditing, which can validate the existence 
and persistence of SOA information security enforcement, is not 
comprehensively addressed.  

• In line with the previous concern, auditable records of compliance that 
are automated does not form part of the frameworks; 
 

Management and governance methodologies such as Cobit and ISO/IEC 
17799 (2005), applied to the traditional IT environment as shown in Figure 1, 
are robust and mature. The evaluation of SOA governance frameworks with 
ISO/IEC 17799 (2005) is valuable as it indicates that SOA environments, rich 
with technology and having a different focus on application design and 
implementation, requires a different focus to how it is controlled. Generally, 
ISO/IEC 17799 (2005) does not address SOA or any other application 
development methodology directly. It does highlight that information security 
controls such as security policies, access controls and compliance to security 
policies are vital to SOA service delivery. The high level of complexity 
present in an SOA requires that its information security controls must address 
agile services that are policy driven; control dynamically changing security 
contexts; and have centrally controlled governance that is extensible and 
interoperable between domains.  Principles like loose coupling, composition 
and discoverability, while attractive for business solutions, require stringent 
information security and governance.  



The specific information security controls used in traditional IT 
environments do not cover these issues. It is important that the concepts and 
features of ISO/IEC 17799 (2005) controls are followed when specific 
information security controls are defined, to protect SOAs more 
comprehensively. The process of correlating SOA governance frameworks 
with ISO/IEC 17799 (2005) controls is a complex undertaking.    

The following list provides some suggestions to enhance information 
security controls for SOA governance. It should be noted that this list is by no 
means complete.    

• A separate, comprehensive SOA information security framework is 
needed to initiate and control the implementation of information 
security for services. This is to ensure that organisations do not 
overlook the complexity of information security that is embedded into 
an SOA governance framework. 

• A Plan, Do, Act, Check (PDCA) model should be used to ensure a 
closed loop, SOA governance control cycle. 

• A SOA governing body such as the SOA Centre of Excellence should 
include an information security committee, to liaise with that of the 
organisation to ensure that information security is addressed 
holistically, and that controls are not duplicated or left out.     

• Cross-organisational Centres of Excellence are needed to ensure that 
cross-organisational cooperation is governed by information security 
policies, where possible. 

• An automated policy framework is needed to control, enforce and 
monitor automated service interactions.  

• The auditing of dynamically changing service interactions, to ensure 
that the information security policy is consistently being applied 
across all security contexts, is needed. 

• As services are machine-to-machine interactions, automated 
mechanisms, not requiring human intervention are needed to ensure 
that policy specification, enforcement and monitoring are effectively 
applied.   



• The use of standards such as WS-Trust (Nadalin, et al., 2007), WS-
Provisioning (Schwartz, 2006), WS-Policy (Bajaj, et al., 2006) and 
XACML (Moses, 2005) is imperative to ensure that web services-
based information security services can be integrated across platforms. 

From this list it is clear that current information security controls needs 
to be extended for the purpose of information security for SOA governance.  
Figure 1 shows this, as SOA governance, which includes an information 
security component, is defined over IT governance, and Information Security 
governance.  

For example, a Cobit control such as DS5 “ensure systems security” is 
addressed by ISO/IEC 17799 (2005) controls such as the definition of formal 
access control policies. This control needs to be extended for SOA to the 
definition of machine-readable access control policies, to be used by SOA 
specific access control services. The difficult task facing an organisation is 
ensuring that these frameworks are aligned with each other. This can only be 
achieved if comprehensive information security architecture is developed. 
The following section provides a conclusion and future work. 

 

6. CONCLUSION AND FUTURE WORK 
Governance has made an impact on information security and organisations.  
Consequently, organisations need to relook their information security 
frameworks. SOAs are not immune to these developments.  A governance 
standard such as ISO/IEC 17799 (2005) was used to evaluate the extent to 
which information security is addressed in SOA governance frameworks.  It 
has been identified that information security is not holistically addressed for 
SOA governance frameworks and adequate controls are not in place. It is 
important that information security is integrated into such a framework and 
forms part of all activities related to the framework.  Future work will focus 
on evaluating other standards such as Cobit and ISO/IEC 27000, to develop a 
comprehensive information security model that can be embedded into SOA 
governance frameworks. 
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