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ABSTRACT

The greatest threat to Information Security are the employees within an
organization. Many security controls rely on the user in order to be effec-
tive. It is thus vital to educate users about their role(s) in security. Many
companies cannot afford, in terms of time or finances, to replace employees
during training periods. The Web has long since been identified as a viable
alternative to traditional training. To a certain extent, using the Web as a
training platform depends on user buy-in. Web 2.0, which involves users and
is largely user driven, is one way in which such buy-in could be obtained.
This paper will discuss both the data acquisition and storage of Information
Security principles to a centralized knowledge store, from which Web based
Security Education technologies can draw inference. These web based se-
curity education applications should involve the user, thereby securing their
buy-in and adding to the overall effectiveness of the training program. The
use of Resource Definition Framework (RDF), SPARQL Protocol And RDF
Query Language (SPARQL) and the Semantic Web will be discussed as pos-
sible solutions to the storage and transport of represented knowledge between
multiple systems.

KEY WORDS

Information Security, Information Security Education, Web 2.0, Semantic
Web
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ENABLING USER PARTICIPATION IN

WEB-BASED INFORMATION SECURITY

EDUCATION.

1 INTRODUCTION

Information Systems have become a crucial tool to the success of an organi-
zation and thus need to be protected. At the same time these systems should
provide adequate access to the information for the users within the organi-
zation. The protection of information resources is also known as information
security, and is often described as the CIA, or Confidentiality, Integrity and
Availability triangle. These three objectives fall in line with the fundamen-
tal goals of Information Communication Technology (ICT) security (Kruger,
Drevin, & Steyn, 2006). Federal agencies or even Information Technology
(IT) administrators cannot protect the integrity, confidentiality or availabil-
ity of information in today’s highly networked systems without first ensuring
that each and every user of the system is aware and acting on their respon-
sibilities within the information system (NIST 800-16, 1998). Mitnick and
Simon (2002) argues that the greatest threat to Information Security are the
users within an organization. In fact, this is so true that the Computer Se-
curity act of 1987 (Public law [P.L.] 100-235) required that each user within
a federal agency be subjected to periodic training in both security awareness
and computer best practises (NIST 800-16, 1998). The document further
stipulates that these requirements include all users, from upper management
to standard employees and even anyone involved within the operation of a
federal computer system within the agency.

Potentially the most difficult part of security education process is en-
suring user buy-in. The presentation aspect of an educational system should
therefore be on-going, creative, motivational, eye-catching and intuitive, with
the objective of focusing the learners attention so that the learning will be
incorporated into conscious decision making (NIST 800-16, 1998). Another
potential problem is that in the modern, competitive world, organizations
cannot afford to take their users out of the operations of the organization
for sustained periods of time without the company suffering. For sometime
now, Hypermedia (Web-based) education systems have stepped up to the
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plate as a solution to this problem. These systems have become known as
E-Learning systems. Adaptive e-learning branched off from static, e-learning
systems and provided an alternative to the ”one-size fits all” e-learning sce-
nario by allowing the system to evolve its interface and the content displayed
by learning from interrogating the user and building a user model. Web-base
Training (WBT), the delivery of instruction or learning content over the In-
ternet and/or an organization’s intranet is fast becoming popular amongst
organizations (Lee, Chamers, & Ely, 2005). Lee et al. (2005) argues that mo-
tivation is a key element in the user acceptance of a training platform. With-
out user acceptance, the educational platform and the content it attempts to
deliver will become nothing more than another neglected, eye-catching, yet
useless lesson (Lee et al., 2005).

This paper argues that the use of recent developments in technology,
such as Web 2.0 and the semantic web, make it possible to keep the user
involved and motivated throughout a training program. This increased at-
tention could enable users to better learn both simple and complex informa-
tion security principles over mediums such as the World Wide Web or the
organizational intranet. This paper also discusses methodologies which can
be implemented to share stored knowledge, about the user profile and the
information security principles being taught, amongst such systems.

2 RESEARCH PARADIGM AND RATIONALE

The purpose of this phenomenological study is to highlight the importance
of the role that the user plays in information security within an organiza-
tion, and to present methods the organization could employ to strengthen
this ”human factor”. The paper is presented using argumentation theory as
discussed in Van Eemeren (2001). This theory is concerned with the arts and
sciences of civil debate, communication and persuasion. The paper does not
necessarily cover new concepts, but rather serves to highlight various pre-
existing technologies and how they are employed together to work towards
the development of a successful, user-driven, Information Security Education
platform.

As far as could be determined by the author, the use of Web 2.0 based
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technologies coupled with the successful data sharing process for inter-educational
knowledge base access (Web 3.0) for information security education systems
has yet to be published. It is the author’s belief that the sharing of such infor-
mation by utilizing a de-centralized, generic knowledge base hosting data per-
taining to information security principles and the user’s profile, from which
various educational tools draw inference would be a large asset in the struggle
towards educating users. Creating interconnected, multi-platform compati-
ble knowledge base access mediums will greatly aid in the strengthening of
the ”human factor” within information security.

The aim of this paper is therefore to show that Web 2.0, its knowledge rep-
resentation storage mechanisms and transfer of this knowledge base between
multiple systems is firstly possible and secondly will aid in the strengthening
of the human factor within an information security environment.

3 WEB-BASED EDUCATION SYSTEMS

Hypermedia or Web-based educational systems, as mentioned previously, is
by no means a technology in its infancy. In fact, ever since the establishment
of the World Wide Web, scientists and scholars have been using the medium
to promote information in static form to users of various web sites. Hyperme-
dia offers a multimedia information environment, supports non-linear access
to information, and provide a means of interaction with the user, all at the
same time integrating the various information formats into a common display
(Liaw, 2001). The rapid growth and development of the World Wide Web
has been the main driving factor in the rapid migration of educational sys-
tems to hypermedia based applications (Liaw, 2001). Liaw (2001) continues
to state that some of the potential benefits of hypermedia based applications
would include: allowing the learner to structure their learning approach, the
ability to pursue cross-references and to ”remember” various aspects of the
learning session.

Based on human cognition, computer assisted learning environments such
as Hypermedia, are based on constructivist learning theory. Variations of this
theory include social constructivism, which focuses more on the social con-
text of learning as well as ”cognitive constructivism” which which states that
learners construct their own knowledge of the world through assimilation and
accommodation (Liaw, 2001). Constructivism learning theory’s educational
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ideology is based on the learner constructing their own knowledge. This
knowledge may be constructed through discovery, exploration and investiga-
tion (Cook, 2006). The teacher within a constructivist learning environment
should structure the learning process so that they become a ”co-constructor”
of the knowledge being constructed by the learner, thus forming a partner-
ship between both the student and the teacher (Cook, 2006).

In order for web-based systems to accommodate such learning processes,
they are required to adapt to the learner, their specific needs for constructing
knowledge, as well as the method of presentation of such knowledge for the
learner to review. Adaptive e-learning has been around for some time now
and addresses this very need. Adaptive e-learning systems can be broken into
two main parts: adaptive content generation and adaptive interface design
or presentation. Adaptive content generation is concerned with what con-
tent to show the learner; the learner should not necessarily be shown content
that they are already familiar with. Adaptive presentation involves the user
interface adapting to the preferences of the particular user, so as to avoid the
heterogeneous ”one size fits all” approach to education. The National Insti-
tute of Standards and Technology (NIST) IT Security Training requirements
document requires that security awareness and training presentations should
be designed with recognition that users practice acclimation or a tendency
to tune-out if the stimulus or ”attention-getter” is used repeatedly. Presen-
tations should therefore be ongoing, creative and motivational with focus on
the user to consciously start incorporating new knowledge into their existing
behavioural pattern by way of assimilation (NIST 800-16, 1998). Adaptive
hypermedia systems are perfectly aligned to allow for this constant changing
presentation to occur and to assist the educational system in firstly providing
the correct knowledge whilst at the same time keeping the user’s attention
and adapting to their individual learning style.

It is essential that adaptive e-learning systems collect and model user in-
formation so as to allow for the system to adapt to the user’s characteristics
and preferences (Froschl, 2005). An adaptive e-learning system should also
have a strong knowledge base, from which the system draws inference. The
user model is compared against this knowledge base or ”domain model” and
it is from this comparison that similarities are drawn and progress of the
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learner is quantified. In order to build an Information Security educational
adaptive e-learning suite, an extensive and accurate knowledge base is re-
quired containing various principles from within the subject domain.

New movements such as Web 2.0 have recently come to light in the strug-
gle to keep the user involved in the training program, thereby ensuring their
buy-in and allowing them to effectively participate in the information secu-
rity training exercise. This participation includes both the the learning from
existing information, as well as contribution of their own ontologies pertain-
ing to particular information security principles.

4 WEB 2.0 BASED SYSTEMS

Web 2.0 is a term coined in the first O’Reilly Media Web 2.0 Conference
in 2004. It is loosely defined as a business revolution within the computer
industry caused by the movement to the Internet as a platform and designed
to harness collective intelligence (Needleman, 2007). Web 2.0 is not a tech-
nology, but rather a way of thinking whereby users generate content which
is published, used and managed through network applications in service-
orientated architecture (Judicibus, 2008). Web 2.0 enabled websites also
boast a host of advantages over standard ”Web 1.0” websites. These include:

• The user as a contributor : The user is encouraged to participate in
book reviews, commenting on articles, uploading multimedia such as
photographs etc. Acting on what was previously discussed, this aids
in the necessity to involve the user, thereby ensuring their attention
whilst using the system.

• Trust and collaboration: Services such as wikipedia which are based on
the concept that any user can add an entry and any other user can edit
it (Needleman, 2007).

• Multi-platform applications, above the level of any single device: The
World wide web provided a platform for content delivery over multi-
ple devices. Web 2.0 takes this one step further with mobile devices
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contacting remote servers, using the PC as a docking station and local
cache during the transaction (Needleman, 2007).

• Cost Reductions : Not only are Web 2.0 applications relatively inexpen-
sive to deploy, but in most cases Web 2.0 extensions can be added to
non-Web 2.0 products to further reduce costs. For example, wikis could
be deployed for users to build up knowledge bases and documenta-
tion with relatively little investment from the organization (Zambonini,
2006).

A web based system which actively involves the user as both a contribu-
tor and a casual browser could solve many of the obstacles faced by existing
educational systems. Information Security Education does not always hold
the interest of the users who are to take the courses and therefore what-
ever can be done to aid in the stimulation of the user and therefore the
learning experience would be a huge asset to the training program. Many
web-based information security education or awareness systems exist, how-
ever these systems operate within the confines of closed environments. One
of the major downfalls of Web 2.0 technologies is in their inability to store in-
formation in a computer-readable format and therefore data-acquisition and
sharing amongst various Web 2.0 websites is hindered. Whilst the majority
of Web 2.0 applications typically provide some form of proprietary Applica-
tion Program Interfaces (API) access to their underlying knowledge store,
in order for a remote application to access this knowledge, the accessing ap-
plication should have extensive parsing ability for the remote API set, with
programs often traversing large eXtensible Markup Language (XML) trees to
recover the required data (Heath & Motta, 2007). A storage and transport
medium needs to be identified which will solve the problem of data storage,
facilitating the interoperability of many of these potential Web 2.0 learning
environments, thereby allowing the user access to a wealth of information
and training material, all from a single website. One such technology, pro-
posed by the World Wide Web Consortium (W3C) is already gaining wide
acceptance - namely the Semantic Web.

5 SEMANTIC WEB AS A KNOWLEDGE TRANSPORT AND

STORAGE SYSTEM

Breners-Lee (1998) described the Web as being an information space, whos
goal is to be useful not only for human to human communication, but also
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that machines would be able to participate and help. Breners-Lee (1998)
further discusses that one of the major obstacles has been that information
on the web has in the past been designed for human consumption and even
if the data was represented in a technically sound manner, the structure of
such representation would not be evident to a robot browsing the web. One
of the core goals of the semantic web is to bring progressively more meaning
to the information published on the web (Java et al., 2007). The semantic
web encapsulates information with a collection of metadata which describes
this information. Using standardized query languages such as RDF and Web
Ontology Language (OWL) allows machines and human readers alike access
to the information. The machine readers have access to the underlying meta-
data, whilst for the human readers, this information is masked so as to hide
the underlying architecture and merely provide the information requested.
Machines being exposed to the metadata will benefit from the deep seman-
tic annotations in their application-orientated task processing (Java et al.,
2007).

The semantic web therefore provides a near perfect platform for the de-
velopment of shareable knowledge models on particular problem domains for
the construction of knowledge base systems on an open environment such
as the Internet (Chan, 2007). Such knowledge base systems enable semantic
web agents to draw inference in common formats, thereby allowing for the
ease of distribution and querying of remote knowledge stores without having
to locally store the data. The various engines require a common protocol for
data acquisition and transfer. Some examples of such protocols are RDF and
SPARQL. The exact operation of these protocols is beyond the scope of this
paper.

In order for the semantic web to facilitate the process of knowledge stor-
age and retrieval for Information Security Educational applications, a suit-
able front end environment needs to be created in order for the user to be
able to contribute to the knowledge store. One of the greatest downfalls of
the Semantic Web is the lack of intuitive interface design for creating, mod-
ifying and querying data within the grid.
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This system should be able to translate the information from the user to
a semantic web based format (such as RDF), thereby enabling remote user
applications to share in the accumulated ontology. One such front end has
already been discussed : Web 2.0. The problem therefore becomes whether
Web 2.0 and Semantic Web technologies can co-exist in order to promote user
involvement and support within an Information Security Education System,
thereby attending to both the presentation and data retrieval aspects of a
successful adaptive e-learning system.

6 WEB 2.0 AND THE SEMANTIC WEB

Web 2.0 has aided in the contribution of an unprecedented volume of knowl-
edge to the World Wide Web, through simple yet engaging interfaces, allow-
ing the user to contribute to a vast number of subject domains (Heath &
Motta, 2007). Heath and Motta (2007) continues to describe these heteroge-
neous knowledge stores as using techniques that do not facilitate the scaling
beyond a handful of sources. The semantic web on the other hand provides
the key to large-scale data integration, yet lacks the interactive user inter-
faces necessary to allow for contributions by non-specialists (Heath & Motta,
2007). The perfect hypermedia educational system should therefore provide
an interface using Web 2.0 technologies, yet store the knowledge acquired in
RDF data sets, ready to be shared via an underlying semantic web. This
provision for contribution of knowledge by users would aid in the develop-
ment of Information Security Education systems whereby experts contribute
knowledge which would span world wide for various other educational sys-
tems to access. The following two sub-issues deserves special attention:

1. Contributor Credibility
All users contributing to this wealth of knowledge should be rated to
ensure the validity of such data. As the proposed educational system
will be based on the semantic web, an RDF or Friend Of A Friend
(FOAF) object would be built for each user and other users could rate
this user, increasing their credibility or score on the system. A user
with a high score could be said to be credible, conversely one with a
low score would be deemed an amateur whos contributions should be
questioned or confirmed by a higher ranking contributor. Harnessing
the power of the semantic web, a particular user may already maintain
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an existing RDF describing themselves on a remote site also support-
ing semantic web standard query languages. In this case, a user may
link their profile to the remote FOAF object Unique Resource Identi-
fier (URI), thereby allowing the Information Security Education system
access to additional information about the user, such as qualifications,
employment details, location or whatever the user has decided to pub-
lish in their RDF object. This remote access ability allows the base
system to capture only minimal information about the user onto its
local data store, encouraging the user to rather link to an alternate
URI for the enhancement of their profile.

2. Tagging, not classifying
Heath and Motta (2007) describes a method of tagging Web 2.0 data,
now encapsulated in RDF format, instead of requiring the user to link
the new knowledge under a particular heading or category. This en-
sures ease of contribution by the user, since the information supplied
no longer needs to be fixed within the confines of a particular category.
Knowledge which may not easily be classified is now easily tagged and
stored in the underlying RDF database (Heath & Motta, 2007). Data
about tags associated with particular Information Security principles
would be described using the Tag Ontology and published on the web-
site in Hyper Text Markup Language (HTML) (for human readers)
and via the website’s SPARQL endpoint, enabling machines access to
the knowledge store. Each Information Security Principle is able to be
tagged numerous times, thereby allowing web searches more accuracy
whilst querying the knowledge store. Having tags also allows for re-
lated principles to be displayed to the user whilst they browse the site
or provides a semantic pathway to machines traversing the data.

As the website learning environment would be Web 2.0 powered, each
Information Security Principle would have a section where users could
post their views on the principle, argue for or against its validity and
generate a discussion around the subject area. These discussions would
too be published in RDF format to the underlying semantic web.

As each user on the website has a FOAF object, stored on the central
server, any Information Security application drawing inference from
this knowledge store is able to keep track of the progress of the user,
using user modeling techniques. These user models can then be con-
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verted to RDF and linked against the FOAF object for a particular
user. The ability to track the progress of the education of the user en-
sures feedback to organizations pushing for user training in the field of
Information Security, thereby strengthening the human factor. Organi-
zations could flag certain tags within the system and ensure that their
users complete all training related to these tags. The system will keep
track and quantify the results of the training and give detailed reports
back to the organization as to the understanding of the employee.

Future information security education systems, which incorporates con-
cepts from both Web 2.0 and the Semantic Web should thus, for best results,
exhibit the following characteristics:

• An intuitive, user-involved and morphing interface

• A common knowledge storage format

• A common interface for querying stored knowledge

• Knowledge and data contributions by users of the site

• A simplistic classification of submitted user information

From the above it should be clear that the Web 2.0 philosophy is well
suited to use for interface and interaction design in information security ed-
ucational systems. Similarly, the Semantic Web would be an appropriate
methodology for common data (knowledge) storage and querying, using the
Tag Ontology for classification of the data. The way forward is therefore
quite clear - toward a third generation, Web 3.0, educational system where
various Mashups are able to interconnect and share ontologies and knowl-
edge stores, enabling better access to the knowledge and a more customized
system for all users. Web 3.0 based educational systems should focus on the
backend transports and storage layers, rather than primarily the front end
as has been the case on the Web as of late. Nova Spivak of Radar Networks
describes Web 3.0 as the next big step in Internet development which is still
in its infancy and should be mainstream as of 2010. Spivak is ambitious in
his discussion as to what follows the Web 3.0 era - Web 4.0. Spivak finishes
by stating that in the world of Web 4.0, users will benefit from distributed
searches, intelligent personal agents, semantic databases etc truely work-
ing towards ‘The WebOS‘. Future research regarding Information Security
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Education using the latest Web technologies could include an investigation
into the movement toward distributed searches, a discussion of the technical
storage mechanisms for converting Web 2.0 input into RDF format for use
within the semantic web and the underlying technical implementation for
communication on the network.

7 CONCLUSION

This paper introduced the idea of implementing a hypermedia Information
Security Education platform, powered by Web 2.0 and Semantic web tech-
nologies to get the best of user interaction and knowledge base sharing across
multiple systems - giving rise to a Web 3.0 training platform.

It was argued that by using Web 2.0, non-specialists could generate se-
mantic annotations suitable for use within a semantic web. The use of Web
2.0 ensures user buy-in to the training experience, thereby keeping their at-
tention and educating them in the various Information Security Principles.

It was further argued that these principles could be captured by any user,
however the credibility of such input would be based on a scoring facility, indi-
cated by the credibility and acceptability of each contributor. The comments
facility was also discussed to initiate inter-user communication and arguing,
ensuring a better understanding of each principle, rather than a blind accep-
tance of it. This aids in the embedding of such knowledge in the day to day
actions of the user, greatly adding to the effectiveness of security awareness
campaigns and overall organizational security practises.

Whilst this paper does not, at a technical level, provide a solution on how
to use Web 2.0 to enable user-participation in information education, it does
show that such an approach is definitely possible. Future efforts in line with
this research will be aimed at delivering the more technical hands-on parts
of this solution. It should also be clear that the idea of ensuring user buy-in
into security education programmes by implementing a Web 2.0 interface still
needs to be tested empirically.

11

Proceedings of ISSA 2008

554



References

Breners-Lee, T. (1998). Semantic web roadmap. [WWW document]. URL
http://www.w3.org/DesignIssues/Semantic.html, Sited 2 June 2008..

Chan, C. (2007). Development of an ontology for an industrial domain. Intl
Journal of Cognitive Informatics and Natural Intelligence, 1 (3).

Cook, P. (2006). The project approach: An appreciation for the construc-
tivist theory. Published by the Forum on Public Policy .

Froschl, C. (2005). User modeling and user profiling in adaptive e-learning
systems. Unpublished master’s thesis, Graz University, Austria.

Heath, T., & Motta, E. (2007). Ease of interaction plus ease of integration:
Combining web 2.0 and the semantic web in a reviewing site. Web
Semantics: Science, Services and Agents on the World Wide Web.

Java, A., Nirneburg, S., McShane, M., Finin, T., English, J., & Joshi, A.
(2007). Using a natural language understanding system to generate
semantic web content. Intl Journal on Semantic Web and Information
Systems , 3 (4).

Judicibus, D. de. (2008). World 2.0. [WWW document]. URL
http://lindipendente.splinder.com/post/15354690/World+2.0., Sited
23 April 2008..

Kruger, H., Drevin, L., & Steyn, T. (2006). A framework for evaluating ict
security. Information Security South Africa Conference.

Lee, D., Chamers, T., & Ely, T. (2005). Web-based training in corporations:
design issues. Intl Journal of Instructional Media, 32 (1).

Liaw, S. (2001). Designing the hypermedia-based learning environment. Intl
Journal of Instructional Media, 28 (1).

Mitnick, K., & Simon, W. (2002). The art of deception: Controlling the
human element of security. Wiley Publishing.

Needleman, M. (2007). Web 2.0 and lib 2.0 - what is it? (if its anything at
all). Serials Review .

NIST 800-16: Information Technology Security Training Requirements: A
Role- and Performance-Based Model. NIST Special Publication 800-16,
National Institute of Standards and Technology. (1998).

Van Eemeren, F. (2001). Crucial concepts in argumentation theory. Ams-
terdam University Press .

Zambonini, D. (2006). Why you should let web 2.0 into your hearts. .

12

Enabling User Participation in Web-Based Information Security Education

555



8 ACKNOWLEDGEMENTS

The financial assistance of National Research Foundation (NRF) towards this
research is hereby acknowledged. Opinions expressed and conclusions arrived
at, are those of the author and are not necessarily to be attributed to the
National Research Foundation.

13

Proceedings of ISSA 2008

556



  

VISUAL CORRELATION IN THE CONTEXT OF 

POST-MORTEM ANALYSIS 

Michael Hayoz and Ulrich Ultes-Nitsche 

Research group on telecommunications, networks & security 
Department of Informatics, University of Fribourg, Switzerland 

 
{michael.hayoz | uun}@unifr.ch, Bd de Pérolles 90, CH-1700 Fribourg 

 
ABSTRACT 

One of the biggest challenges in the field of digital forensics lies in the 
ability to bring all potential evidence into a chronological correlation, and to 
draw appropriate conclusions to allow plausible and reproducible chains of 
activity. The ever-growing size of storage devices results in a considerable 
amount of information to process. Analysing forensic data, as a general rule, 
is a time-critical process. The output of current forensic tools mostly has the 
form of exhaustive lists and tables and can be difficult to manage and 
interpret. These constraints leave forensic specialists with a need for 
improvement in the way they handle huge amounts of suspect data. The 
present paper introduces an attempt to optimize the post-mortem analysis by 
means of visualization. The approach uses output data of current forensic 
tools and allows investigators to visually build correlations, with the aim of 
getting hints as to where it would make sense to start looking for evidence. 
Formerly unrelated primitive objects are visually classified and aggregated 
to more complex objects through attributes. As a result, disk-images can be 
searched for occurrences of patterns similar or close to the ones specified. 
Search results can be of different type; possible examples are graphs of 
statistical distributions or even self-organizing maps.  
 

KEY WORDS 
digital forensics, post-mortem analysis, visual correlation  
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VISUAL CORRELATION IN THE CONTEXT OF 

POST-MORTEM ANALYSIS 

1 INTRODUCTION 
 The field of digital forensics is considered as a branch of common forensic 
science, and has increasingly detached itself from the broader area of 
computer security to become a self-contained forensic discipline over the 
past ten years. Digital forensics are defined in several ways. (Computer 
Legal Experts, 2007) states it as being “[...] the application of computer 
investigation and analysis techniques in the interests of determining 
potential legal evidence”. 

The process of forensic analysis aims at answering questions about 
former system states and events by reproducing chains of digital activity. 
These chains of activity are the result of bringing potential legal evidence 
into a chronological progression and represent one of the most difficult tasks 
for an expert. It is fairly easy to collect information from a system; the 
complexity lies in the ability to correlate bits and pieces into a reproducible 
sequence of past events. Several tools and toolkits have been developed to 
assist forensic experts and security specialists in their daily work, and have 
proven their reliability during the process of forensic analysis. There are 
both open and commercial products available, The Sleuth Kit  (Carrier, The 
Sleuth Kit) and EnCase (EnCase Forensic, 2008) being two prominent and 
widely used examples. The authors emphasize that the approach at hand will 
focus on open source tools only, for the time being. 

 
1.1 Motivation 
A forensic investigation is a time critical process. In most cases, external 
circumstances determine the time available to experts to find supportive 
evidence. Efficiency and an intuitive handling of large sets of data are of 
prime importance to the process of forensic analysis. Most security incidents 
implicate more than just one storage medium. Discussions with Swiss 
security and forensic experts  (Bundeskriminalpolizei, 2008) have shown 
that whenever a set of storage media has to be examined, it is done 
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sequentially. Either, because there is not enough equipment at hand or 
simply, because qualified human resources are low.  

The data that eventually represent evidence, are but a small fraction of 
the data stored on a disk. Furthermore, the capacities of storage media keep 
increasing, which makes it even more difficult for specialists to know where 
it makes sense to start looking for evidence among the data to examine. 
Many of the forensic tools currently in use generate their results as lists or 
tables, whose length depends on the number of matchings found after 
applying one or several filters these tools provide. This leads to the fact, that 
the process of forensic analysis becomes more and more complex in terms 
of getting a quick overview of the data, and the efficiency of the way that 
data is being processed.  

Studies (Miller, 1956) show that the ability of the human brain to 
understand complex structures and the relations they induce can be 
significantly increased through visual stimuli. Hence the approach presented 
in this paper builds upon the assumption that there is a need for a simplified, 
assistive means, which allows for a coherent view on the structures and 
relations of data of different type through the use of abstract visualization. 
The focus of this work is set to the so-called post-mortem analysis, which 
will be discussed in more detail in Section 3. 

The next section will give a brief overview of the process of forensic 
analysis and describe the different phases it consists of. Section 3 will 
outline the post-mortem analysis to introduce the context of the presented 
approach. Section 4 gives an insight into the basic features of common open 
source forensic tools. The fifth section will present the approach the authors 
suggest, and the last section will conclude with a brief summary and outline 
future work.  

 

2 THE PROCESS OF FORENSIC ANALYSIS 
The process of forensic analysis defines a sequence of actions to be taken in 
the event of IT security incidents, e.g. where one or several computers have 
either been used as a target, or as a means to commit a crime. As a general 
rule, the authors divide this process into the following 4 phases:  
 
1. Coverage of the crime scene – covering a crime scene goes beyond the 
seizure of suspect hardware. The surroundings have to be given just as much 
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attention.  For detailed information on crime scene investigation, refer to 
(Fisher, 2000). 
 
2. Data acquisition – if the suspect system is still running, all volatile data 
(this concerns all data held in RAM at runtime and temporary files on the 
hard drive) is to be recovered, if possible without changing the system’s 
actual state. For further details on live acquisition, refer to (Carrier, 2005). 
The second step during data acquisition is called forensic duplication and 
consists of creating exact copies (images) of all hard drives and related 
media like USB sticks, CD-ROMs etc. to a clean hard drive. This process 
can be performed locally or over a secured network channel. In depth 
information on disk imaging can be found in (Carrier, 2005). 
 
3. Post-Mortem analysis – all acquired data images are examined and 
searched for supportive evidence within a secure environment. This analysis 
is always performed on copies, never on the original data. Post-mortem 
analysis will be discussed in more detail in the next section. 
 
4. Consolidation of the investigation’s results – all potential evidence is put 
in chronological correlation, which allows for investigators to draw 
appropriate conclusions, in order to rebuild plausible and reproducible 
chains of activity for further use before court. 

 
3 POST-MORTEM ANALYSIS 
A post-mortem or dead analysis is performed on copies of duplicates 
gathered during data acquisition. Forensic experts can work without the 
pressure of a live system, since there is always a backup of the original 
image available, if necessary. Data acquisition, as a general rule, is done at 
the disk-level. Loss of possible evidence has to be avoided; this is why disk 
images should not be created at the volume, file or application levels. For 
example, if the data would be acquired at the file level, non-allocated space 
would not be copied and hence make a recovery of deleted files impossible. 
Potential evidence is lost at every level of abstraction; therefore data, as a 
rule of thumb, should be acquired at the disk level in order to save every 
byte that may contain evidence. However, there are situations, in which an 
investigator might decide to duplicate data at a higher level. It is up to the 
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expert in charge to decide, where evidence is most likely to be found. This 
decision mostly depends on the expected type of attack, and the experience 
of the specialists assigned to the case. 

A post-mortem analysis examines all the data gathered from a suspect 
system for potential leads and evidence. This analysis is done on all possible 
levels, spanning from the application level down to the disk level, if 
applicable. Points of interest are unallocated space on hard drives (including 
slack space), MAC-times (last modification, access, change), swap space, 
hidden files, deleted files, the structure and content of unknown binaries, log 
files and operating system related information (kernel version, loaded 
modules, registry information on Windows etc.), to name a few. It is highly 
recommended to start with recovering deleted information when conducting 
a post-mortem analysis (Jones, Bejtlich, & Rose, 2005). Most perpetrators 
make sure to delete all information relevant to an investigation, before 
leaving a system. Furthermore, experience shows that a set of suspect data 
can be reviewed more efficiently, if it is previously reduced to what is 
relevant to the process of finding evidence. There is much more to say about 
post-mortem analysis, but doing so would be out of the scope of this paper. 
Suffice it to say, that all the steps of such an analysis can be performed with 
the aid of current forensic tools. Detailed information on how to conduct a 
post-mortem analysis can be found in (Farmer & Venema, 2005).  

As aforementioned, the phase of post-mortem analysis sets the 
foundation for the approach suggested in this paper. The next section will 
briefly discuss the information one can extract with most of the current open 
source forensic tools.  

 

4 OPEN SOURCE FORENSIC TOOLS 
Ever since digital forensics became important to criminal investigation, 
people have been working on tools to assist specialists and simplify the task 
of finding relevant information on corrupted systems. Most of these tools 
significantly improved the process of forensic analysis, mostly by providing 
scripts to automate or partly automate the acquisition, recovery and analysis 
of suspect data. Authorities work with both commercial and open source 
toolkits. Discussions and experience reports show, that one of the most 
recurrent drawbacks of current forensic tools is the graphical user interface 
(GUI) or lack thereof. If available, these GUIs are often complex in their 
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usability and make it difficult to get a fast overview of relevant information. 
However, efforts have been made to address the issue: Brian Carrier’s 
Autopsy (Carrier, Autopsy Forensic Browser, 2008) tool is a notable 
example to account for these efforts.  

Most toolkits are available as a live CD and assemble a collection of 
useful tools for live and dead data acquisition, as well as tools for forensic 
analysis for both Unix-based (The UNIX system, 2008) and Windows 
operating systems. Many suppliers rely on Linux distributions with good 
hardware detection capabilities, such as debian (debian, 2008) or KNOPPIX 
(KNOPPIX, 2008), which builds upon debian. These distributions are very 
convenient in that they allow for an immediate forensic analysis 
environment to be set up. The live CD can be mounted on a still running 
system, commonly referred to as a smoking gun, and an incident response 
can be performed out of the box. Statically pre-compiled binaries are used in 
order to avoid the execution of any system binaries, which might have been 
tampered with, root kits being a current example. An investigator can mount 
a system’s partitions in read-only mode; execution of system binaries is 
prevented as well. Most live CDs provide a host of utilities to extract 
valuable runtime information, such as RAM content, process information, 
network information (open sockets etc.) and other temporary data, which 
would be lost after a system shutdown.  

Tools for data acquisition are indispensable for any forensic toolkit. As 
a general rule, a “good” toolkit will allow experts to duplicate both dynamic 
and static data to any clean hard drive or over an encrypted network 
channel. As for the analysis of acquired disk images, the possibilities are 
far-reaching. Data recovery on different disk levels, timeline analysis 
(through data timestamps), analysis of unknown binaries and meta-data 
analysis, are but a few of the possibilities offered to specialists. EnCase has 
become the state of the art solution for digital forensics among all available 
commercial products on the market. Its feature set is impressive indeed, but 
many of the available products developed in the open source community can 
hold their ground and offer a huge potential for both research and 
development alike.  

The next section discusses a new approach to assist forensic specialists 
in their work during a post-mortem analysis.  
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5 VISUAL CORRELATION 
This section introduces an approach to optimize the post-mortem analysis 
by means of visualization. Based on the facts stated throughout this paper, 
the authors suggest to make use of the advantages brought into play by 
visual and interactive assistance to simplify the process of rebuilding past 
chains of activity. These chains eventually result from correlating initially 
unrelated data and the appropriate interpretation of an investigator, which 
relies on past experience, to obtain legal evidence. The present research is in 
its early stages; a prototype implementation is not yet available but will be 
established in the near future.  

The authors propose a GUI, which uses any set of results from current 
forensic tools as input. This makes sense because all suspect data has 
already been reduced to a subset of relevant data at this point. As a first step, 
the input data needs to be pre-processed in order to be graphically displayed. 
This is done through a logical interface, which recognizes the type of 
information contained in the input set and abstracts it to classes of graphical 
entities. For example, if the input data contains information on i-nodes, 
access times, log files and system processes, the pre-processing will find out 
about four different types of information. From a graphical point of view, 
the interface will display these four entities, each of which stands as a 
representative for its respective type of information (e.g. i-NODE, MAC, 
LOG and PROC). This abstraction is needed, because displaying every 
single entity of the input set would result in an unreadable and hence 
unusable mix-up.  

Each decision one makes depends on former action. The same holds for 
any event on a computer system. Getting back to the suggested approach, 
the process of correlating entities can be performed the very same way. 
Before getting into any further detail, another assumption needs to be made. 
Every data structure is described through a set of properties. These can be 
meta-data, file names, file extensions, file content, network class, process 
information, to name just a few. So each of the representative classes can be 
assigned a set of possible attributes to describe them. An investigator can 
now use this information to visually build correlations between different 
classes. Back in the GUI, a selection of attributes can be made for each of 
the initial graphical entities. The next step consists of aggregating several 
representatives to form a possible correlation. Consider the following 
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example to clarify this process. The GUI initially displays 3 representative 
classes, according to the content found in the input set. These entities are IP, 
@ and LOG. The investigator would like to find out, if a specific e-mail 
address can be put in relation with one or several IP addresses. So he/she 
first selects the e-mail address from the @ class’ sender / recipient attribute 
and proceeds the same way to select a range of IP addresses suggested by 
the IP class. Both graphical entities are then visually correlated, e.g. 
graphically connected to each other, to form what the authors call a visual 
pattern or interrogator. This process of visual correlation is illustrated in 
Figure 1.  

 

 
Fig. 1 The process of visual correlation 
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On a logical level, an interrogator is nothing else than a pattern, which is 
eventually applied to the input data set. The forensic data is being searched 
for matching or similar patterns. In the above example, the result might 
contain one or several entries from a log file, which states that J. Muster has 
sent or received e-mail on the machine with IP 83.78.176.115. This new 
information might give the investigator a new lead and will determine the 
next steps, which might either consist of building a whole new pattern or 
reusing the previous one to correlate even further, e.g. to refine or 
restructure the actual interrogator using additional attributes and classes. 
Another focus will be set on reusability. Most attacks follow specific 
patterns and stand out through unusual activity. Interrogators can be saved 
for reuse, or even previously specified and applied to a certain category of 
forensic data with similar structure. 

In a sense, this concept allows to ask questions in a top-down manner, 
and to reformulate these questions, should the answer be unsatisfying for the 
examiner. The authors believe that this approach will increase the efficiency 
with which investigators correlate suspect data and interpret it to retrace past 
events and system states. The concept presented above provides a simplified 
view on structures and relations of suspect data, and removes a part of the 
complexity when it comes to evaluating long lists of results.  

 
6 CONCLUSION 
The authors have introduced a new approach to the process of post-mortem 
analysis, more precisely, to the correlation of initially unrelated data. They 
propose a visual concept to assist investigators in the process of reproducing 
chains of previous system activity. The complexity and effort, needed to 
process large sets of data, is reduced through abstraction. Content of input 
data sets is classified and displayed by means of graphical class 
representatives. Visual correlation allows forensic experts to easily specify 
search patterns, which can be applied to forensic data. 

The suggested GUI is comparable to the evidence finding process in 
common forensic science. Potential evidence of different type (fingerprints, 
pictures, textile fragments, DNA etc.) is collected and correlated, to verify if 
there is any relation between them that might be used to incriminate a 
suspect.  
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6.1 Future Work 
As aforementioned, this work is current research in its early stages. A first 
prototype has to be developed to deliver a proof of concept. This will allow 
verifying the use and the applicability of the authors’ assumptions. The 
logical interface, which pre-processes and classifies input data sets as 
graphical representatives, is about to be specified. Each of the possible 
representatives with their respective set of attributes will be specified with 
XML Schema (Vlist, 2002). The prototype will be implemented with the 
Java programming language (Flanagan, 2005) to allow for maximum 
portability on different platforms.  

Different possibilities to report results are also being considered. First of 
all, it has not yet been decided how results are being processed and 
displayed to the user. It might be of interest to offer the ability to choose 
from different representations. One might include a plug-in mechanism to 
provide a flexible means to add new reporting types at a later point. Possible 
types could be graphs and diagrams to visualize the number and relations of 
particular matchings. Statistical distributions and even self-organizing maps 
(Kohonen, 2007) might be taken into account. The proposed approach 
leaves room for discussion, but first meetings with researchers and 
professionals alike have shown that there clearly is a need for visual 
concepts in the field of digital forensics. The authors currently seek 
feedback from law enforcement agencies to test the applicability of their 
approach to real digital forensic investigations. 
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